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Executive Summary
We are in the early stages of the Fourth Industrial Revolution,
where pervasive connectivity, data proliferation, technologyled innovation, and radically different customer preferences are
disrupting established business models across industries. Over
the next five to ten years, every industry sector will experience
seismic changes as people, technologies, data, devices, and an everexpanding network converge to transform every aspect of work and
life. This is already spawning new industries and reinventing existing
industries, forcing enterprises to adapt and evolve to facilitate more
access to technology, market and industry inclusion, and greater
balance of opportunity across every aspect of society. If companies
are to thrive amid rapid transformation, they must reorient the
relationships that span society, government, and the way we do
business.
To be successful, businesses must understand global trends and
key transformative themes, and their impact on human lives. Even
more importantly, adapting to these changes and evolving to new
business models will enable companies to better prepare for a
future of growth.
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We have explored and summarized a representative
subset of transformational themes that will have a
major impact on the enterprise business model in the
next three to five years. These include:
1. Dominance of

5. Balancing globalism

9. Integrated mobility

2. Data, the 21st

6. Everything-as-a-Service

10. Workforce

3. Living on the edge

7. Economic growth

11. Ever-higher

4. “Uber-ization”

8. Omnipresent

12. Generational shift in

micro nationals

century’s currency

of industries

and regionalism

(XaaS) on steroids

shifts

intelligence

with hyper-localization

transformation

cybersecurity stakes

customer experience
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As important as these transformative themes are in driving future trends, the other
important determinant of what is likely to happen in the next five years is the global
business cycle, which is the pattern of cyclical fluctuations in an economy over a time
period; one that can affect the return on performance of investment assets. This is
an important macro-economic factor to consider from a mergers and acquisitions
(M&A) perspective. While the U.S. economy and large portions of the global
economy still appear to be flourishing, as evidenced by tech assets in a major growth
and expansion phase, the tech sector, which is particularly impacted by the business
cycle, typically underperforms during a recession. As of October 2019, investment
analysts believe that the U.S. is in the late phase of the business cycle, which precedes
a recession. While one cannot predict exactly when there will be an economic
recession, varying estimates indicate that a recession is probable in the next 12-18
months. This will likely impact the tech tsunami in the immediate term but is not
expected to have lasting effects beyond a five-year period.1
As of the date of first publication of this document, the novel coronavirus
COVID-19 has caused major declines in global markets, with full consequences not
yet known.
The future is one where technology will be firmly embedded in human lives, shaping
how we work and how we live. Technology will underpin every company, driving
every business function and spanning customer relationships, business operations,
and people management—every successful company will be a tech company. Clear
differentiation and advantage will not be restricted to just economies-of-scale;
instead, agility, customer-centricity, and actionable insights will be the drivers of
success.
To thrive in this Enterprise 2025 futurescape, every organization will need to evolve
to an Autonomous Digital Enterprise, a state where intelligent, integrated, valuecreating functions can operate with minimal human involvement or interference,
05
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across every facet of the organization and its ecosystem of partners. In support of their evolution to Autonomous Digital Enterprises,
organizations will need to adopt a next-gen business model, embrace new approaches to talent management, evolve their IT organizations, work
across the value stream with an ecosystem of business partners, and optimize technology buying strategies. People’s roles in the enterprise will
evolve to new roles that require human judgement and support the autonomous systems that run the business. Work in the future will shift as
technology takes on the mundane and repetitive tasks across the business and employees shift to higher-value responsibilities.

The business and operating model
characteristics of such an enterprise in
2025 include:

The technology-driven enablers of an
Autonomous Digital Enterprise include:

Innovation ecosystems in a
sharing economy

Transcendent customer
experience

Digital business domains

Automation everywhere

Optimized technology buying

Enterprise DevOps

Evolved role of centralized IT

Data-driven business

Tech-savvy corporate functions

Adaptive cybersecurity
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It is worth noting here that by virtue of its ubiquity, artificial
intelligence (AI) will be a core constituent of each Autonomous
Digital Enterprise enabler. Consequently, its impact will be
interwoven into each enabler’s description, rather than meriting
treatment as a separate section.
While the primary focus of this research is on the technologyenabled tenets of the Autonomous Digital Enterprise, the
operating model of an enterprise in 2025 also merits discussion,
if not comprehensive analysis.
Organizations that embrace the constant tech-enabled
disruption and continuously adapt, evolve, and perhaps stay
abreast with this disruption will be the dominant players in their
respective industries in the decade ahead. Those that don’t
will find themselves a brand of the past. Companies that want
to thrive in the Enterprise 2025 futurescape need to embark
on this evolutionary path immediately, if they haven’t started
already. Systematically working toward this goal, establishing
and improving capabilities across the core characteristics of
an Autonomous Digital Enterprise, and instituting the requisite
operating model changes will put companies on the right path.
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The Case for Change
We are in the early stages of the Fourth Industrial Revolution, wherein
pervasive connectivity, data proliferation, technology-led innovation, and
radically different customer preferences are disrupting established business
models across industries. Over the next five to ten years, every industry
sector will experience a significant increase in seismic changes as people,
technologies, data, devices, and an ever-expanding network converge to
transform every aspect of work and life.
Businesses are being forced to move to a fundamentally different
future environment, with the promise of new and previously unavailable
opportunities for value creation, as well as previously unheard of challenges
to overcome.
Across sectors, disruptive technologies have brought dramatic changes
to the way businesses operate. Representative examples such as robotic
surgery in the healthcare sector speak to the potential of hyperautomation
for minimizing human involvement and errors, while 3D printing in the
retail sector has dramatically reduced time for R&D, manufacturing, and
commercialization. Initiatives such as the Global Future 2045 Avatar Project
and its pursuit of immortality by 2045 have already led to major spinoffs in domains as diverse as robotics, brain mapping and emulation, and
regenerative healthcare.2
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It is important to note that not every technology will change
everything—some will simply bring efficiency and speed—but
others have the potential to reshape our global economy and
transform industries and our lives. They will disrupt value chains,
displace established practices and organizations, augment our jobs
or enable us to achieve more, and multiply the impact of what we
can do.3 The role of people in the enterprise will evolve to new
roles that require human judgement and support the autonomous
systems that run the business. Work in the future will shift as
technology takes on the menial and repetitive tasks across the
business and employees shift to higher-value responsibilities.
Companies that were previously standalone will need to become
“ecosystem enablers,” where success is measured, in part,
by the overall impact the system produces.4 This will require
hypercollaboration across the value chain, where the most
successful companies will be perpetually evolving what they do while
making conscious choices about how they generate economic value.
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The continuing dramatic change in consumer and enterprise customer
preferences means there are ever higher expectations of product and
services vendors. Customers are dictating what they want at every stage of the
purchasing lifecycle, even inserting themselves into various stages of the value
chain. This is a mega-shift in customer behavior, wherein historic drivers such as
cost, choice, and convenience have been amplified and complemented by new
drivers such as control and end-to-end experience. In many cases, particularly in
the consumer and retail sector, consumers seek the “best” products as opposed to
seeking the “cheapest” products.5
This unprecedented pace of change creates a mandate for businesses to reinvent
their operations, restructure their product offerings, and rethink the way they
create value. Technology adoption alone will not be enough for businesses to
compete in this era of continuous change. Information is the driver of the new
revolution—leaders must identify which areas of their business are most exposed to
change, by what means their processes will transform, and how they will find new,
emerging opportunities.6 To survive and thrive in the long term, they will be forced
to adapt and evolve to new operating models.
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Transformational Themes
Companies often underestimate the change that will happen in the next five to ten years,7
even while futurists have prophesized several transformational themes driven by global mega
trends. For the purposes of this document, we have synthesized content from various sources
and explored a representative set that will have a major impact on future enterprise business
models. The themes described here are by no means exhaustive, but are rather a broad subset
that we believe will be most influential in the next three to five years.

Dominance by micro nationals (think big, be small)
The most successful disruptive business organizations will consist of a small nucleus of people
focused on goals, ideas, innovation, and strategy. They’ll instantly decide to enter a new
market, engineer a new product, or transform a concept into a radical new business model.
They’ll do so by being able to go out and assemble the right skills at the right time for the
right purpose at the optimal cost. They will have obliterated the slumbering, slow-moving,
multinational organizational structure that seemed to serve its purpose so well up to the early
part of the 21st century.8 This will be the era of the sub-1000 person, $1 billion-plus revenue
companies.
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Data, the 21st century’s currency
Data is the new oil (and analytics is the engine), some say the gold, of the 21st century—the
raw material that our economies, societies, and democracies are increasingly being built on.9
We’re in a digital economy, where data is more valuable than ever. As with oil, there will be
huge rewards for those who see data’s fundamental value and learn to extract and use it.10
As an example, Amazon started betting on data far earlier than its competitors, which has
translated into its rise to an industry superpower. Data-driven businesses will be the archetype
for success in the next decade, with new revenue streams resulting from monetizing data as
an asset.

Pg 12_Edge computing

Living on the edge
Gartner predicts that by 2022, more than 50 percent of an enterprise’s data will be created
and processed at the edge (i.e., external to the organization’s hybrid IT environment).
By 2020, 80 percent of asset-intensive industry CIOs will be responsible for operational
technology (OT) data and will embrace IT/OT integration as a strategic imperative.11
Further, it is estimated that by 2022, Internet of Things (IoT) spending will reach $2.5
million per minute and almost two million IoT devices will be sold every hour.12 As cloud
and IoT become more integrated and critical, businesses must plan for IT/OT alignment in
architecture, governance, and security, as well as infrastructure specification and acquisition.
Edge computing will augment and expand the possibilities of today’s primarily centralized,
hyperscale cloud model, supporting the systemic evolution and deployment of the IoT,
supporting entirely new application types, and enabling next-generation digital business
applications.13 The integration of 5G, edge computing, and connected living will enable an
ecosystem where data is shared instantaneously among people, devices, and systems, a state
described as a zero-latency world.14
12
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“Uber-ization” of industries
“Uber-ization” of services is all about addressing a market that is geographically
local—or hyperlocal—and fragmented, with many small providers that deliver
an unpredictable customer experience. Provisioning a solution that lists service
providers, allows access to them, facilitates booking the service, and standardizes
the experience and pricing is of high value for consumers. It is no surprise that
there is a significant surge in local businesses that are adopting an Uber-like model.15
Generalizing this, “Uber-ization” is the sharing of assets across individuals or groups,
where the cost is shared as well. Within the context of a business ecosystem, a
sharing economy can unlock value for multiple groups.16

Pg 13_globalism

Balancing globalism and regionalism
Decades of globalization have created a more interconnected, interdependent,
and complex world. However, the acceleration in global integration is causing
unprecedented fragility and vulnerability to global economic stocks. Consequently,
questions are being raised related to internet infrastructure, control over internal/
external communications, and governance policies that could bring about a
Balkanization of the internet, i.e., the creation of a national/regional internet working
under different sets of principles.17 This will impact how companies transact globally
and their supporting infrastructure (e.g., data residency) and workforce.
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Everything-as-a-Service (XaaS) on steroids
The Everything-as-a-Service (XaaS) business model is being eyed by consumer companies
hungry for income to sustain the sale beyond the initial product purchase. By combining
products with services, businesses can innovate faster and deepen their relationships
with customers by providing more value. That value includes data insights derived from
IoT-powered devices, from thermostats to wind turbines.18 XaaS will be the norm across
industries, and future XaaS models will be highly individualized, responsive, data-driven, and
fully controlled by customers.19

Economic growth shifts
Over the next decade, rapid economic growth will shift from North America and Europe to
Asia and Africa. Countries like Vietnam and China that have diversified their production to
capitalize on more complex sectors will experience the fastest growth in the coming decade.
New growth projections using 2017 trade data suggest that Uganda, Egypt, Myanmar, China,
and Vietnam top the list of the fastest-growing economies through 2027, with all expected to
grow by at least six percent annually.20
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Omnipresent intelligence
Advances in AI are impacting experiential engagement, business processes, strategies,
and more—autonomously creating a significant portion of new innovations. AI
innovation and applications are being driven by massive investments in all industries
as well as the public sector. Many future applications will be developed by AI without
human supervision, requiring humans to take on new roles that include supervising
AI systems. Beyond that, augmented humanity—the fusion of digital technologies
and humans—for improved mobility, sensing, and cognition—will become routine.
IDC forecasts AI systems will grow to $79.2 billion by 2022 at 38 percent compound
annual growth rate (CAGR), and that by 2025, at least 90 percent of new enterprise
apps will embed AI; by 2024, over 50 percent of user interface interactions will
have AI-enabled computer vision, speech, natural language processing (NLP), and
augmented and virtual reality (AR/VR).21
We are currently in the era of artificial narrow intelligence (ANI), where AI-powered
technologies can still only do what we teach them to, even with the interactive
systems that exist today. Artificial general intelligence (AGI), a state when machines
achieve parity with human beings (in terms of cognitive abilities—thinking, reasoning,
learning, and interaction) is still a few years away. Even further away is artificial super
intelligence (ASI), where computers possess an intellect superior to the best human
brains in practically every field, including scientific creativity, general wisdom, and
social skills. Within the current ANI period, we can expect to see explosive growth in
the application of AI across all industries and technologies.
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Integrated mobility
In the next seven to ten years, the user-transit experience will shift toward a more connected,
personalized, and on-demand multi-modal service. This will be further enabled with
advancements in 5G, edge computing, AI, and a proliferation of communications satellites
that result in zero buffering and allow enterprises to cater to customers on the go and
contextualize user experiences.22 By 2025, 20 percent of G2000 workers are expected to have
access to “fit for purpose” forms of human augmentation and assistance, merging physical
and digital, including exoskeletons and robotics, AR/VR, and wearables.23

Workforce transformation
Technologies such as AI, data analytics, robotics, AR/VR, and intelligent process automation
(IPA) are rapidly changing who—or what—is performing ever-larger shares of work. In
parallel, our consumer experiences are driving new sets of expectations for the workplace—a
workplace increasingly characterized by geographically-diverse teams, a rising premium on
collaboration, and a sea of new data analytics opportunities. To cope with the accelerating
shifts, workers are seeking out new, more intelligent workspaces that deliver personalized
experiences with easy, immediate, anytime, anywhere access to resources. The future of
work is about rethinking the way work gets done. It is a fundamental shift in the work model
to one that fosters human-machine collaboration, enables new skills and worker experiences,
and supports an environment unbound by time or physical space. The near-future will see
us evolve to a state where intelligent technology systems operate with minimal human
interference or support, enabling the emergence of innovative business models and a more
efficient society. By 2025, we will see the emergence of brain computer interface (BCI)
devices, with BCI attaining market relevance by 2030.24 In addition, by 2024, two-thirds of
employees in high-performing G2000 enterprises will shift from static roles and processes to
dynamic, multidisciplinary, outcome-focused reconfigurable teams.25
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Ever-higher cybersecurity stakes
By 2023, 30 percent of the workforce will have their own secure, portable, private digital work identity, enabling them to access the tools and data they need
across business entities.26 A recent study27 outlined four cybersecurity scenarios in 2025, three of which are most applicable to enterprises. While they may
seem somewhat far-fetched today, even a minor shift toward one or more of them will have far-reaching implications on the cybersecurity controls across a
company’s entire ecosystem.
A. Trust us: Companies will take the dramatic step of offloading security functions to an AI mesh network, like the Android SafetyNet that can detect
anomalies and intrusions, and patch systems without humans in the loop. However, a new class of vulnerabilities will be introduced, and while SafetyNet
will, for many purposes, be a much less risky place, the security of the AI itself will likely be consistently questioned. In 2025, most people will experience
the digital environment as a fractured space—an insecure, unreliable internet, and a highly secured but constantly surveilled SafetyNet, organized and
protected by algorithms.
B. The new wiggle room: Security will likely improve to the point where many important digital systems can operate with extremely high confidence.
This may create a new set of dilemmas as precision knowledge removes the valuable lubricants that have traditionally made social and economic life
manageable. The relative anonymity of digital interactions that we have become accustomed to will no longer exist, leading people to seek out new
sources of ambiguity and ways to manipulate or conceal their identity. People will find new ways to politely disagree or dissent in public through the
anonymity of a manipulated identity because systems interaction is assumed safe.

34%

Attacks on IoT
28%

Atacks Against Critical Infrastructure
Smartphone Attacks

6%

Social Engineering

6%

Attacks Against Cloud Service

6%

Other
Figure 1: Profile of estimated cyberattacks in 2025 (Radar Services, 2018)

20%
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C. Barlow’s revenge: Two very different pathways are likely to emerge. In some
parts of the world, governments will essentially remove themselves from the
game and cede the playing field to the largest firms to manage. In others,
governments will take the opposite path and embrace a full-bore internet
nationalism in which digital power will be treated unabashedly as a source and
objective of state power.

In addition, cyber-attacks are expected to grow 300 percent year-on-year,
with future cyber-attacks concentrating on IoT and OT in production environments.
Attacks on the advanced systems of cars are expected to be in the spotlight as well.
Overall, future “intelligent things” that support our daily lives will find themselves
under attack.28
AI and ML will be the decisive features for effective IT security technologies in the
future. Continuous IT security monitoring—ranging from security information
and event management (SIEM) to a comprehensive cyber defense center—is also
expected to be a major focus area.
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Generational shift in customer experience
The generational shift from Baby Boomers to Millennials and Gen Z
is in full swing and it will fundamentally change customer experience
expectations. Millennials and Gen Zs together total the largest generational
population with the greatest spending power, and as such, they will soon
dominate global economic activity. In 2018, their combined spending
power was estimated to be $3.39 trillion. By 2025, Millennials alone will
comprise three-quarters of the global workforce. With the rise of these
two generations, business and society are approaching a digital inflection
point. Unlike Baby Boomers and Gen Xers, the younger generations prefer
to handle challenges on their own and online—from using smartphones as
the primary interaction channel, to embracing AI-enabled tools, to solving
simple problems, to do-it-yourself (DIY) repairs, which are considered an
expression of maximum individuality and freedom.29
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The Global Business Cycle
As important as these transformative themes are in driving future trends, the other important determinant of what is likely to happen in the next
five years is the global business cycle. It is the pattern of cyclical fluctuations in an economy over a few years, which can affect the performance
of return on investment (ROI) assets. This is an important macro-economic factor to consider from an M&A perspective. As of October 2019,
investment analysts believed that the U.S. is in the late phase of the business cycle, which precedes a recession. While one cannot predict exactly
when there will be another economic recession, varying estimates indicate that one is likely in the next 12–18 months.1
As of the date of first publication of this document, the novel coronavirus COVID-19 has caused major declines in global markets, with full
consequences not yet known.

Cycle Phases
Early

Mid

Late

Recession

•

Activity rebounds (GDP, IP,

• Growth peaking

•

Growth moderating

•

Falling activitiy

employment, incomes)

• Credit growth strong

•

Credit tightens

•

Credit dries up

•

Credit begins to grow

• Profit growth peaks

•

Earnings under pressure

•

Profits decline

•

Profits grow rapidly

• Policy neutral

•

Policy contradictionary

•

Policy eases

•

Policy still stimulative

• Inventories, sales grow;

•

Inventories grow;

•

Inventories, sales fall

•

Inventories low; sales

equilibrium reached

sales growth falls

improve
Figure 2: Global business cycle as of October 2019 (Fidelity Investments, 2019)

The anticipated recession will impact the tech tsunami in the immediate term, as many growth-focused tech startups will face existential threats
during a market contraction, when earnings become the focal point. However, the global business cycle is unlikely to have lasting effects on
tech-enabled disruption in the long term. A recession is not all doom and gloom; it can present opportunities to acquire otherwise seeminglyovervalued assets.
20
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Business Model for
Enterprises in 2025
The future is one where technology will be firmly
embedded in human lives, shaping how we work and
live. By 2025, nearly two-thirds of enterprises will be
prolific software producers, with code deployed daily,
over 90 percent of new apps cloud-native, 80 percent
of code externally sourced, and employing 1.6 times
more developers.30 Technology will underpin every
successful company, drive every business function, and
span customer relationships, business operations, and
people management—every successful company
will be a tech company.
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Playing it safe is no longer an option. Companies must tackle disruption head-on, commit to real innovation, and radically reinvent themselves.
Reinvention requires an innovation mindset throughout the organization, while still retaining the clear differentiation and competitive advantage
of economies of scale to power the existing business. The best-case study of reinvention is Microsoft’s staging of a second act. “How does one
of the most successful companies of the 20th century reinvent itself for the 21st?” That was the question Microsoft faced as it sought to bring
new life to its thriving operating systems business. Since the appointment of Satya Nadella as CEO in 2014, Microsoft has refocused on organic
innovation.31 The company especially seeks to find the place where unmet customer needs intersect with today’s advanced “technology curve.”
Nadella notes that, “When those two come together, magic happens.”32 The art of innovation is finding that precise intersection point. Microsoft
understood that it had to quickly reposition itself from selling incrementally-improved “software-in-a-box” to perpetually-updated software-as-aservice. By transforming and continually growing its core business, Microsoft has kept up its profitable legacy Windows business, which has given
the company a healthy platform from which to invest in cutting-edge technology.

Other successful innovators have differentiated themselves with their agility, customercentricity, and actionable insights.
Agility: The ability to deliver new capabilities faster is why Tesla wins against a GM or a Ford. Traditional auto
manufacturers are still of the mindset, “We’re going to invest the next three years working on a self-driving initiative
and maybe this will be integrated.” In stark contrast, Tesla lives on the bleeding edge, innovating and deploying
new features at a never-before-dreamt-of pace in the auto industry, which is disruptive, to say the least. Traditional
enterprises can become more agile by creating new operating models that integrate business, operations, and
technology into autonomous businesses-within-the-business domains. These domains boost agility so companies
can be truly disruptive in one area while also supporting existing businesses. High-performing companies frequently
adapt multiple business models simultaneously to protect and grow their market position amid disruption. They
defend and strengthen their core business to stake their claim as industry survivors, while introducing new disruptive
business models that leverage new value propositions and elevate customer interest. It is a fluid, living model
essential for the digital age.33
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Customer centricity: A recent McKinsey case study34 outlined the example of one insurance company that invested
time to better understand the distress its customers suffer when they have an automobile accident and make a claim.
The insurer found customers were extremely dissatisfied with the lengthy process of filing a claim over the phone,
especially the number of back-and-forth calls with the loss adjuster and the lack of transparency on the status of the
claim. The insurer used this understanding of customer pain points to create a new mobile app that enables a claim
to be filed within a couple of minutes, sends messages to update customers on the status of their claim, and provides
real-time processing and cash payout. To create additional value for customers, the insurer went a step further and
created a function that allows customers to make appointments with a repair shop directly via the app. By showing
empathy for customers, helping fix their problems, and even delighting them in the process, companies like this insurer
can tap into a source of tremendous value, find new business opportunities, and shift their operating model over time.

Actionable insights: Amazon has not been winning against Walmart by scale—clearly Amazon has the scale now, but
what got them here are the data-driven insights that enable them to deliver an optimal consumer experience with their
products and services. A slightly lesser-known but perhaps even more relevant example is the Bloomberg Terminal, the
flagship product of Bloomberg Media, LLP.35 The Bloomberg Terminal is a subscription-based software solution that
has been coveted by the financial industry for more than two decades. It puts all the relevant information, capabilities,
and people in the same place, hosting mountains of data and research on companies, financial instruments, and
exchanges from all over the world. It can also be used to do financial calculations, make trades, compare potential
investments, and perform analyses. Further, this software has a social component to it with chat rooms, news feeds,
recommendations, etc. It is a one-stop shop for financial services professionals that has stood the test of time and
competition by continuing to provide actionable insights while adapting to the evolving need of customers.
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In a future that continues to shift at unprecedented speed from
the convergence of geopolitical, socioeconomic, and technological
changes, a successful organization will become an Autonomous Digital
Enterprise—an intelligent, interconnected, technology-enabled, valuecreating system that operates with minimal human involvement across
every facet of the organization and its ecosystem of partners. It has
been predicted that by 2024, 30 percent of the G2000 firms will rely
on a global, secure, intelligent, highly integrated, and collaborative
ecosystem that enables enterprises to function as borderless
organizations.36 We define an organization that operates this way as
an Autonomous Digital Enterprise. An Autonomous Digital Enterprise
is growth-oriented and delivers value with competitive differentiation
enabled by agility, customer centricity, and actionable insights.

Data-Driven
Business

Figure 3: The technology enablers of an Autonomous Digital Enterprise
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It is worth noting here that by virtue of its ubiquity, AI will be a core constituent
of each of the enablers of an Autonomous Digital Enterprise. Consequently, the
impact of AI will be interwoven in the description of each of these enablers, rather
than as a separate section.
While the primary focus of this research is on the enablers of the Autonomous
Digital Enterprise, the business and operating model of an Enterprise 2025 merits
discussion, even if not comprehensive analysis. We will first cover the operating
model for an Autonomous Digital Enterprise-aspirant, before addressing the
enablers of an Autonomous Digital Enterprise in detail.

Operating Model for Enterprise 2025
Innovation cannot be done at the expense of maintaining and enhancing existing
products and services; instead, companies must both “run” and “reinvent”
themselves simultaneously. Run and reinvent is about maximizing the efficiency
of existing operations without impacting the customer experience and freeing up
resources to deliver innovative new solutions. Enterprises will need to get ready
for the digitized economy by accelerating investments in key technologies and
new operating models to become hyperfast, hyperscaled, hypercollaborative, and
hyperconnected.37

AI will be a core constituent of each
of the enablers of an Autonomous
Digital Enterprise
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Figure 4: The business and operating model characteristics of the Autonomous Digital Enterprise
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Innovation ecosystems in a sharing economy
The macro-themes discussed in the earlier section are radically changing global business models. We will witness a
transition from the linear, manufacturing-driven, resource-heavy conventional business model to a sharing economy
model. This model is a demand-driven, multi-faceted, digital platform and ecosystem business model. Today’s leading
digital innovators don’t restrict their innovation opportunities to internal resources. Instead, an increasing number
are starting to turn their attention outward to non-traditional partners and completely different industries to enlarge
their sensing capabilities, gain access to talent, establish an environment of experimentation, and develop new business
models.
The new business ecosystems are based on open innovation, solving a complex problem collaboratively, and creating
leading-edge services that no organization could have created alone. This requires an ecosystem of actors with
complementary capabilities that collaborate in joint risk-taking and value-creation. By combining resources, the
innovation ecosystem can create new business models, services, and customer experiences that would have been out
of reach to the individual actors.38 This will become a necessity for survival. Traditional companies of the 2010s will
need to be part of such ecosystems in the 2020s. These networks of relationships enable each participating company
to accomplish far more than it can alone; ecosystems form to deliver solutions, capabilities, or data sharing where each
company has a clear understanding of its core capabilities and relies on others for the remainder.39 Critical success
factors will lie in the data, applications, services, and supporting platforms that will be part of a broader ecosystem,
span multiple organizations, and provide seamless integration across ecosystem components to facilitate a secure and
easy information exchange.

Traditional Model

Sharing Economy

Business Model

Linear

Network

Asset Structure

Asset Heavy

Asset Light

Core Competence

Industry Speciﬁc

Software

Company Focus

Operational Performance

Customer Experience

Workforce

Fixed

On-Demand

Figure 5: Comparison of traditional and sharing economy models (DHL Trend Research, 2017)
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Digital business domains
Leading companies have already institutionalized the concept of multiple business models to compete and thrive in
the digital age. One such manifestation has been digital business domains that integrate business, operations, and
technology into an autonomous businesses-within-the-business or an independent line of business (LOB). Domains
can be business-led and are tech-enabled, independent LOBs that design, deploy, and support a given product, service,
or customer journey. They draw resources, assets, and capabilities from across business, operations, and technology.
Domains are of sufficient size to provide end-to-end delivery with full accountability—without relying on other areas
of the business. Domains are fluid, living models that are essential for the digital age, and will become the norm across
enterprises in the next few years40 because they can boost agility for companies to be disruptive in select areas of the
business. The evolution to digital business domains that co-exist with more traditional businesses implies an increased
focus on interdisciplinary teams and design-thinking techniques, and new attention to employee experiences (EX) that
will require workers to be more flexible and contribute to multiple cross-team projects/activities that evolve dynamically
based on customer and business needs.41
P&L

Product Development
Operations

Channels

Products

Products

Supply Chain

Technology

Apps

Growth/Digital

Customer Experience

P&L

Mature/Traditional
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Figure 6: Co-existing digital and traditional business domains (Accenture, 2017)
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Optimized technology buying
Enterprise buying patterns are steadily evolving based on multiple interlinked trends. The accelerated desire to digitize
business processes has led to increased direct purchasing of tech-related products and services by LOB groups.
LOBs have stopped consulting central IT in technology-purchasing decisions based on expanding technology options
(predominantly cloud, as well as citizen-developer tools), LOB-embedded technologists, and LOB technical budget
control. IDC estimates that 63 percent of technology purchases will be business-funded by 2021,42 while Gartner
estimates as much as 80 percent of IT buying decisions will be made outside of IT in some organizations.43

Cloud Preferences

Changing Demographics
& LOB-Embedded
Technical Roles

SaaS Market
$125B by 2023
CAGR 21%

Buy

Technical Budget
Decentralization
(50% LOB/50% IT in 2019)

Enables LOB
Inﬂuence/Purchase

CapEx to OpEx
Subscription Purchase
“Self-Service Buying ”

Decision to Buy (2019)

Cloud Innovation

Digitization of Business Processes Traditional and New

Agile

Cloud

Build

DevOps Market
$10.3B by 2023
CAGR 25%

Open
Source

Figure 7: Shifting buying patterns (IDC, 2018).
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Technology will no longer be defined exclusively as the provenance of central IT organizations. Instead, it will be the
responsibility of each business unit and individual employee to understand the new opportunities that technology
unlocks, and then integrate those technologies into their day-to-day activities. Consequently, collaborative buying,
which is currently split between functional choice (LOB) and central control (IT), is expected, over time, to skew
further towards unilateral purchase decisions by LOB buyers, especially as every company becomes a tech company,
and every worker within embraces technology.
Central IT purchasing will continue to dominate shared data center, network, and endpoint services to optimize
financial leverage and common technology options. Fewer new applications in traditional platforms (e.g., mainframe)
ensure little interest from LOBs in participating in acquisitions in those areas. While Millennial LOB managers view
the mainframe as a hyperspeed transaction processing platform for mission-critical applications in many sectors,
mainframe-related purchasing decisions will continue to fall under the purview of central IT. LOB buyers will drive
technology purchasing decisions related to digital customer experiences, AI, automation, virtual reality, enterprise
DevOps, and even aspects of adaptive cybersecurity.

Evolved role of centralized IT
The majority of tech spend in companies will be on innovation initiatives—IDC predicts that by 2024, over 50 percent
of all information technology (IT) spending will be directly for digital transformation and innovation (up from 31
percent in 2018), growing at a CAGR of 17 percent, versus 2 percent for the rest of IT.44 However, these spend
decisions will be driven by the business, and not by IT.
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This shift from traditional IT service delivery to a technology operating model that directly affects business outcomes is
transforming the role of IT. Establishing a borderless technology function with business and technologists creating new
products will require reconsideration of IT department staffing. In many organizations, this new model may raise some
uncomfortable questions about a “thin” IT function, reshaping enterprise technology and, with it, the CIO role.45 Some
of these considerations include:
•

Evolution of IT functions to expand the business impact and value of technology to the enterprise

•

Requirements for the leadership role in a thin IT organization

•

Capabilities required for LOB leaders who possess a combination of business and technology acumen

Organizations will invest heavily in automation and orchestration solutions to increase DevOps throughput throughout
the enterprise. Organizations will also pursue opportunistic partnerships that can accelerate the time-to-market of new
digital products and services at an ever-larger scale, while also supporting the democratized ecosystem of developers,
including non-technical developer archetypes enabled by growing low-code/no-code platforms. This will lead to a
further erosion of traditional IT roles.
Virtually every enterprise will embrace an integrated hybrid IT landscape spanning a combination of public clouds,
private clouds, mainframes, and smaller on-premises data center footprints. Enterprises will invest considerably in
deploying multi-cloud management capabilities. The convergence of cloud and container management solutions will
accelerate as policy engines, cost management, performance monitoring, and other management activities increasingly
rely on shared analytics and data lakes to support end-to-end root cause analysis, automated configuration and
remediation, and ongoing optimization activities. Management and governance services offered by the largest public
cloud providers, and purpose-built Software-as-a-Service (SaaS) solutions, will be widely deployed to support the
hybrid IT landscape.46
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We will see the evolution of cybersecurity and risk management from a tactical and technology-based, IT-driven
competency to a business function that has board-level priority, wherein they become strategic business advantages
by virtue of their value creation and risk mitigation.47 That said, central IT will have to ensure that adequate technologies
and supporting processes are in place to support the strategic cybersecurity and risk management function, including:
•

Helping establish “trust frameworks” to meet the rising mandates of digital trust

•

Embracing automation of access provisioning and deprovisioning “portable digital identities” in support of a flexible,
on-demand workforce of the future

•

Establishing capabilities for data governance and asset management of large-scale, distributed environments due to
the rise of edge computing

Overall, the enablers of an Autonomous Digital Enterprise will likely warrant a fundamental change to a “thin” IT
organization, due to a shift in traditional IT roles being realigned to report directly to digital business units, or fulfilled
by ecosystem partners. This is not to say the IT organization will vanish. While application development, infrastructure
management, and other IT roles may shift or contract, the central IT function will still exist, albeit in a thinner form,
with a changed role and capacity.
Thin IT represents a foundational layer of the technology operating model that will orchestrate and integrate services
across LOBs. Enterprises will rely on a thin IT organization to ensure platform standardization and consistency across
business units for corporate collaboration tools like e-mail, or for applications used throughout the enterprise such as
enterprise resource planning (ERP), where efficiency and economies of scale outweigh the need for differentiation and
business unit alignment. Thin IT would also continue to ensure the quality of governance programs, compliance with
cybersecurity standards, and vigilance in risk management practices. In addition, it would enable the curation of data by
LOBs as enterprise-wide analytics programs rely on access to non-siloed data.48
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While the role of a central IT function evolves, we will see multiple IT capabilities and functions subsumed into autonomous digital business
domains or elevated to business-led functions. Central IT will partner with business IT and manage a set of core technology functions that
benefit from economies of scale that come with centralization. Central IT may evolve to Centers of Excellence (CoEs) in specific areas to
support multi-cloud management, cybersecurity and data privacy operations, automation and orchestration technology management, and
technology quality assurance, among others. These CoEs will emerge as tech-enabled innovation while the governance of data and technology
assets becomes increasingly business-driven.
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Figure 8: Evolution of IT operating model
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Tech-savvy corporate functions
The invention of future operating models will require significant effort, impacting all of society. Implications range from
the ability of workers to engage in digitally-enabled organizations, security to protect individuals in fluid labor markets,
and measures to both democratize and protect information.49 Some of IDC’s50 predictions on the future of work are:

By 2021, 35 percent of
knowledge and frontline
workers will consider
social, environmental,
and humanitarian
actions as key criteria to
employment decisions.

By 2021, the
contribution by “digital
coworkers” will increase
by 35 percent, as more
tasks are automated
and augmented by
technology, including
AI, robotics, AR/VR,
and intelligent process
automation (IPA).

By 2022, 33 percent of
G1000 companies will
offer agile, dynamic,
and AI-driven learning
pathways as the
primary approach to
career development and
succession planning.

By 2023, 50 percent
of G2000 organizations
will measure
and incentivize
management-empathy
metrics as part of their
leadership’s balanced
scorecard to positively
impact revenue and
brand value.

By 2024, two-thirds
of employees in highperforming G2000
enterprises will shift
from static roles and
processes to dynamic,
multidisciplinary,
outcome-focused,
reconfigurable teams.

The shift to the next-gen organization will require strong collaboration at all levels of management-empathy. It will imply
HR transformation, as the underlying processes, talent allocation, and outcome metrics will need to readjust to fit the
new organizational paradigm. The Chief Human Resources Officer (CHRO) tasks of skills acquisition and allocation
will become more continuous, requiring organizations to go beyond traditional acquisition methods. The focus on
leveraging the right talent in multidisciplinary teams will require much more granular data around employee skills, going
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Given the increasing importance that prospective workers place on
social and ethical factors when considering employers, companies
will need to build and maintain corporate social responsibility
initiatives in order to attract and retain talent. Further, they will
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need to align internal and external communication and employee
engagement efforts to maximize value and minimize damage related
to social, humanitarian, and environmentally-sensitive arenas.52
Enterprises will be able to find and support temporary workers with
specific skill sets or industry-specific expertise more easily, allowing
business-critical initiatives, tasks, and projects to be completed
sooner and with greater quality and business outcomes. Common
barriers and roadblocks to supporting contingent workers will need
to erode as portable, secure IDs proliferate and become accepted by
businesses.

Publicly-Available Talent
Specialized expert talent sourced
and/or managed via service
provider

Company Aﬃliates
External workers with existing
organizational understanding
and relationships

Partners

Consumers

Talent provided by outstanding
managed service providers

Crowd-sourced talent for
problem solving and idea
gathering

Figure 9: Five future employment models (World Economic Forum, 2018)
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The excerpt below is based on PwC’s extensive research and scenario analyses on multiple workforce of the future models, which prescribe noregrets moves for organizations.53
Make decisions based on
purpose and values
»

Build a future-looking understanding of

Focus on the humans and
the humane
»

how humans and machines might
collaborate to deliver your corporate
purpose.
»

Clarify your values and behaviors that

Understand the skills and gaps you have in
your workforce now (not just the roles
your workers currently do) and the skills
you will need in the future. Think beyond
simplistic concepts like, “We need more
STEM (science, technology, engineering,
and mathematics) skills.”

»

Embrace technology as a
force for good
»

Clarify how robotics and artificial
intelligence can enable the redesign of
work, enhance productivity and customer
experience, and foster a focus on more
value-added tasks.

»

Use sophisticated workforce planning and
predictive analytics to plan for talent
pipelines in multiple future scenarios.

»

Identify how technology can enhance your
offering for potential and existing

underpin your policies, processes,
decision-making, and priorities.
»

»

Strengthen innovation, creativity, empathy,
and leadership capabilities in your business
alongside critical technology skills.

»

Make talent and capabilities management a
matter of urgency—or risk losing the
battle for technological breakthroughs and
innovation in your sector.

Identify and engage with internal and
external stakeholders to manage their
expectations and co-create the future of
work.

»

Create an open and transparent narrative
about how you are influencing, planning,
and delivering on the future of work—for
your organization, society, and individuals.

»

Build and nurture adaptability in your
workforce by harnessing a flexible talent
mix, new ways of working and learning, and

Redesign traditional “one-size-fits-all” HR
programs and policies to deliver on new
learning, development, and capability
models, career paths, and redesigned jobs
and compensation frameworks.

employees.

radically different career paths.
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Organizations must take a structured and
holistic approach to work transformation and
future of work initiatives. The future of work is
not just about automation and job replacement,
Millennials entering the workforce, or the latest
digital workspace solution. The future of work
is an enterprise-wide imperative. It will require
Chief Experience Officer (CXO) leadership and
close collaboration between LOBs, HR, IT, and
other departments to increase productivity,
worker engagement, and competitive
differentiation. Most importantly, future of
work initiatives must be an integral component
of an organization’s overall strategy.
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Figure 10: Technology enablers of an Autonomous Digital Enterprise
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Transcendent customer
experience
With globalization and the internet providing almost unlimited
choices, power has shifted away from sellers and into the hands of
consumers. This shift makes it practically impossible for companies to
differentiate on anything but the customer experience (CX)—even
price. Every industry has disruptors that are making major institutional
brands nervous. These small, agile companies began with CX in
mind—thinking of the customer even before the product. This is the
“Experience Economy” and there is money on the table.54
According to a PwC study55, customers across a wide range of industries said they were
willing to pay as much as 16 percent more for better service and experience. A memorable
customer experience is the key to purchasing, loyalty, and promotion of a brand by word of
mouth. People are increasingly loyal to the companies, products, brands, and devices that
consistently provide exceptional value with minimum friction or stress. The ingredients of
a good customer experience are speed, convenience, consistency, friendliness, and one big
connector—the human touch.
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Despite investments in the latest technology or cool design, customers can still have a poor experience if the technology does not enable a good
customer experience. Creating real connections by making technology feel more human and giving employees what they need is key to creating
better customer experiences. Based on its global research, PwC56 contends that in addition to the traditional ROI metrics used to determine a
company’s success, companies also need to focus on customer experience. Measuring “return on experience” (ROX) will help organizations
understand earnings on investments in the parts of the company directly related to how people interact with their brand.57 With the caveat that
business-to-business (B2B) and business-to-consumer (B2C) customer relationships are vastly different across industry sectors, the following
capabilities will help companies provide a transcendent customer experience.

Integrating and securing
customer data

Smartphones as the primary online
interaction channel

DIY as the first choice in
customer service

Journey analytics and orchestration
for a frictionless experience

Moving from a reactive to a
proactive customer experience

Judicious blend of human and
technology engagement

Integrating and securing customer data58,59
A seamless customer experience across multiple touchpoints will only be possible if brands can create a
single view of the individual customer. However, given the huge number of touchpoints—stores, websites,
e-mails, phone calls, social networks, consumer forums, customer service, chatbots, etc.—the sheer
amount of data to be collected from each customer at each one is simply staggering, especially since
40
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much of this data is unstructured. The challenge is to take this data and map out each customer’s
interaction and preference histories to understand the end-to-end customer journey and meet
their needs where they prefer to access the brand’s services. Once companies understand
their customers and how they prefer to interact, they can design better products, services, and
experiences to fulfill their precise expectations—and it all starts with data.
It is perhaps even more important to treat customer data with respect and deliver value in exchange
for it. Customers want the companies they interact with to protect their personal data, and research
indicates that they’ll take their business elsewhere if they don’t trust that a company is safeguarding
it. Anticipating this demand and rethinking how to use customer data, how much control to give to
customers, and how to value data—and deliver value by using it—will be critical success factors for
companies. Customers are making it imperative for companies to be transparent about their data
policies and proactive about publicizing the value they offer in exchange for it.
Takeaways: Invest in a secure big-data infrastructure as the foundation for full-lifecycle
management and potential monetization of customer data. Stay focused on the experience that
customers gain from using their data—is it worth it to them?

Journey analytics and orchestration for a frictionless experience
Companies transforming to become customer-led, insights-driven, fast, and connected are using
journey analytics to help them. According to Forrester,60 journey analytics is a practice that
combines quantitative and qualitative data to analyze customer behaviors and motivations across
touchpoints and over time to optimize customer interactions and predict future behavior. By using
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data to look at high-level journeys and zoom in on microjourneys and the defining
moments within them, journey analytics helps companies isolate, quantify, model, and
track opportunities to improve CX, operational efficiency, and business results. Journey
analytics stitches together data horizontally, across silos, to provide an integrated view
of the customer, enabling companies to test a wide variety of journey hypotheses in
near real-time to determine which combinations of interactions will yield the desired
business results.
Journey orchestration is a sub-category of journey analytics focused on the journey
automation components, with predictive and prescriptive analytics capabilities for
automating interactions in near real-time. The ingredients for successful journey
orchestration include seamless integration of customer data, as discussed in the
prior section on integrating and securing customer data, delivering insights at speed,
measuring business impact, and orchestrating next-best actions across a variety of
systems.
Takeaways: Journey analytics and orchestration will not be fulfilled by a singlevendor solution. Instead, an integrated ecosystem of customer experience tools
spanning big data analytics, customer relationship management (CRM), voice of
customer (VOC) analytics, and journey mapping software, testing, and workflow
orchestration will be the end-to-end solution to help companies understand the
entire customer journey and capture value from journey-related investments.
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Smartphones as the primary online interaction channel61,62
A recent global survey63 indicates that for the first time, smartphones have become the go-to technology for online
shopping, with 24 percent of respondents using one to shop at least weekly, compared with 23 percent using a PC and
16 percent using a tablet. Mobile use is only expected to grow as the smartphone becomes the primary interaction
channel in the years ahead. Mobile payment services are also gaining widespread acceptance, especially in emerging
regions that have leapfrogged past landline-based telephone systems to mobile- and smartphone-enabled transactions.
For example, entire business transactions are conducted in WhatsApp on smartphones in India. The smartphone
user is always connected. If this user needs to know something, they will use that device to search. If they need
to communicate, they will download a chat or messaging app. If they need to collaborate, they will download a
collaboration app. They shop and get customer support on their devices. This dynamic is driving significant change in
customer experience and causing a profound change in employee expectations and experience.
Smartphones will gain further prominence as the first interaction point for digital engagement and are expected to
remain the control center of digitized everyday life over the next few years. However, their impact will be expanded as
human/machine interaction also evolves. Nowadays, looking at the display and pressing buttons is like going back to the
Stone Age. Wearable devices are a good example of even closer human/smartphone interaction without abandoning
the basic idea of the smartphone as a control center. We have found ways to compensate for the shortcomings
and limitations of the smartphone by using complementary tools. Wireless headphones are an example of constant
connectivity that works without ongoing human management and interaction, instead combining AI with voice and
gesture control.
Takeaways: With the anticipated explosive growth in the application of AI, smartphones are expected to solidify
their role as a main online customer interaction channel. Providing an outstanding mobile-first experience will
assume even more importance across sectors.
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Moving from a reactive to a proactive customer experience64
Being proactive means identifying and alleviating potential pain points in the customer journey before they become
real problems that can negatively impact the customer experience. It means identifying ways to enhance the customer
experience without the customer first asking for it. Companies looking to mature their CX programs need to move
away from practices such as analyzing customer surveys—which only serve to identify problems that have already
occurred—and towards using data to anticipate customer issues and address them proactively. At present, the
most obvious and crucial way to reach out to customers is to offer them proactive support, which can be easily
achieved online through a live-chat function. However, with AI advancements and companies successfully integrating
and securing customer data, a proactive customer experience will become mainstream, based on correlating the
interactions with customers before, during, and after problems occur, anticipating customer needs, and nurturing
their relationship with the brand. We will see the applied use of this interrelated data achieve mainstream status and
transform CX over the next few years. We can already see evidence of this with Amazon wanting to use predictive
analytics to offer anticipatory shipping to customers.65
Takeaways: Identify differentiated use cases to provide a proactive customer experience, explore the use of
appropriate ML and other AI techniques to achieve that, and help anticipate customer needs as part of the overall
journey analytics enablement.
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DIY as the first choice in customer service66
Millennials and Gen Z-ers are downright service-shy and prefer to avoid conventional personal contact—both via
call centers and retail stores. In general, Millennials said they would prefer to get their teeth cleaned rather than call
customer care. An estimated 82 percent prefer to self-diagnose and resolve issues with consumer electronics devices
on their own. Most Millennials and Gen Z-ers also prefer to communicate via digital customer solutions based on AI,
so going forward, it is conceivable that those customers would only interact with customer care through virtual reality
goggles and virtual assistants who can guide them through problem resolution.
Takeaways: Investing in AI, AR/VR technology, and virtual assistants to enrich customer experience (CX) would be
a no-regret move, regardless of whether a company operates in a B2B or B2C environment.

Judicious blend of human and technology engagement67
Technologies such as AI, automation, and chatbots are impacting consumer preferences, and companies must move
faster than ever to adopt the latest tech to keep pace with expectations. However, even as companies continue to
automate customer service processes, consumers still crave the human touch. Globally, 75 percent of those surveyed
in PwC’s “Experience Is Everything” study68 said they wanted more human interaction, not less, and 64 percent said
they felt companies have lost touch with the human element of the customer experience. Even as AI becomes a more
mainstream customer experience investment over the coming years, with a focus on integrating virtual customer
assistant or chatbot technology across engagement channels, ultimately technology needs to complement the human
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element of customer experience without frustrating it. When done right, utilizing the latest
technology that enhances the working experience of employees while keeping the human
touch in mind will create outstanding customer experiences. Companies that have already
found this sweet spot are reaping the benefits. Eighty-two percent of the top-performing
companies surveyed by PwC pay close attention to the human experience around digital and
tech. Technology isn’t the entirety of the customer experience. Brands won’t be able to solve
all their customer experience problems with technology alone. Rather, getting the balance
right and remembering the importance of the human touch employees provide, augmented by
the right technology, will be critical to winning.
Takeaways: Companies need to and should take advantage of automation, but customers
must be able to reach a real human when they want to engage. Invest in enriching the
employee experience (EX) so frontline employees are augmented by digital tools to
deliver a transcendent customer experience when the customer is looking for it. Invest in
collaboration tools that enhance EX and complement these with the requisite training and
change management to engender a culture of hypercollaboration.
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Automation everywhere
Organizations that are well on the path to becoming an Autonomous
Digital Enterprise share one key characteristic—their customer
interactions and operations are radically automated. This results in
lower costs, fewer errors, much faster execution, fewer mundane
tasks for employees, and ultimately better customer experiences—
we call this automation everywhere.
The current state of the automation market (2020)
The current automation market is extremely fragmented. Automation capabilities exist as
collections of newer point technologies, nascent automation platforms, platform-embedded
solutions, and traditional automation solutions that are struggling to adapt to a rapidlychanging market. The hype today is primarily around robotic process automation (RPA) for
task-oriented automation as a complement to well-established business process management
(BPM) as a vehicle for end-to-end automation. The emergence of low-code solutions has
further contributed to demystifying the assembly of technical components and has provided
business users with a mechanism to automate processes with little-to-no IT involvement.
In addition, automated monitoring, alerting, and analysis capabilities exist as part of multiple
technology stacks within the automation space. For example, many of the hyperscale
platform providers include basic automated monitoring and alerting functions as part of
their solution. Similarly, AI/ML capabilities are already distributed across many different
solutions. Fragmentation is amplified by solutions that are focused on either business process
automation or IT process automation.
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The automation market also includes a set of IT-centric automation solutions such as IT
operations management (ITOM), IT process automation (ITPA), delivery automation, and
IT service management (ITSM), which we have included in this category for the purposes of
this document.
With the rise of DevOps, each of these capabilities is evolving to automate various stages of
the DevOps toolchain. Further, across each of these eclectic components, AI has emerged
as an enhancement to existing capabilities and an enabler of new capabilities. Finally, the
momentum of hyperscalers and modern tech stacks has given rise to other capabilities
such as software defined infrastructure (SDI), cloud management platforms (CMP), and
container management, which are also bucketed in the automation segment for the purposes
of this document.

Automation in 2025
By 2025, the automation landscape is expected to unify and consolidate. Automation
technologies will utilize intelligence-based systems that leverage the context provided by the
data-driven business to effectively automate both business and IT processes. Automation
platforms will increasingly be used by non-IT workers to automate mundane and complex
repetitive tasks. The line between IT automation and business automation will disappear as
new automation platforms emerge.
Core AI and ML capabilities will permeate all the automation technology stacks of 2025. We
will explore hyperautomation, Ops automation, and enterprise service management (ESM)
in the remaining sections of this chapter.
Note: The evolution of DevOps to Enterprise DevOps and the related component technologies are
covered in the chapter on Enterprise DevOps.
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Many of the fragmented automation solutions of today will coalesce into well-defined technology stacks represented by the following markets:
hyperautomation, Ops automation, ESM, and enterprise DevOps.
•
•
•
•
•
•
•
•
•
•
•
•
•

Robotic Process Management (RPA)
Business Process Management (BPM)
Process Mining (Process Discovery, Business Rules Engines)
Low Code
iPaaS
Workload Automation—Job Scheduling, Workflow Engine, Batch
SDI, Cloud Management Platforms, Container Management
Application Performance Monitoring (APM)
IT Infrastructre Monitoring (ITIM), Log Analytics
IT Process Automation (ITPA)—Server, Network, App
ITSM, SAM, LOB Service Management
App Release Automation
DevOps Tools

Core AI Capabilities
Around NLP, ML
Vision, etc.

i

Hyperautomation

ii

Ops Automation

iii

Enterprise Service Management

iv

Enterprise DevOps

Figure11: Evolution of automation market

Hyperautomation
Hyperautomation is achieved at the confluence of digitization, connectivity, and AI to enable machines to automate business processes by
automatically following a set of procedures and minimizing human involvement and errors. Hyperautomation platforms and toolkits will
increasingly be used by non-IT professionals to automate business and IT tasks across the enterprise. Currently, hyperautomation is heavily
influenced by RPA technologies. In 2018, the RPA market grew 63 percent year-over-year, and the top two to three RPA vendors have a
combined market cap of over $11 billion.69
Executives are becoming aware of the importance of hyperautomation in the enterprise. 451 Research’s recent study70 on digital automation
platforms (hyperautomation) indicated overwhelming support for hyperautomation in the enterprise, with nearly 70 percent of respondents
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indicating that this is an important and needed capability. By 2025, the hyperautomation
market will likely witness the consolidation of individual process-centric automation
capabilities into one of three scenarios:

Base case scenario
»

In this scenario, the continued evolution of RPA and BPM solutions anchor the future
hyperautomation market. This will result in the emergence of single-vendor solutions
comprising RPA, process discovery, BPM, and low code enhanced by core AI/ML
technologies. In this scenario, mega-vendors (e.g., Pegasystems, SFDC) are likely to
provide single-vendor hyperautomation solutions with the acquisition and integration
of RPA solutions into core BPM and low-code capabilities that they currently deliver.

»

Base case scenario = RPA + BPM + process discovery + low code + AI

Integrated scenario
»

In this scenario, the consolidation of Integration Platform-as-a-Service (iPaaS) into the
hyperautomation platform occurs as an additive component to the base case, enabling
hyperautomation solutions to rapidly meet the needs of innovation ecosystems driven
by LOB citizen developers. The inclusion of iPaaS technology opens the door for those
developers to integrate automation workflows beyond screen-scraping and basic
application programming interface (API) integrations.

»

Integrated scenario = base case scenario + iPaaS
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Expanded scenario
»

In this scenario, use cases for disciplines such as workload automation (WLA) become the domain of
hyperautomation solutions as organizations extend beyond process redesign into business application
orchestration. Mega-platforms emerge that consolidate all aspects of hyperautomation, inclusive of RPA, BPM,
process discovery, low code, iPaaS, and WLA, with an AI/ML infusion across all the constituents. WLA becomes
part of the hyperautomation platform as businesses push to use these platforms beyond business process
redesign and extend into business application orchestration. Mega-platform vendors will seek to consolidate
many aspects of both business and IT automation across the enterprise.

»

Expanded scenario = integrated scenario + WLA

»

Impact on WLA in expanded scenario: As hyperautomation platforms and tool kits emerge with more extensive
business application integrations, enterprise-grade characteristics (scale, stability, security, etc.), and a proven
track record of success, a natural overlap occurs with use cases that were previously the domain of workload
and batch automation platforms. This incursion into the domain of WLA is already occurring and appears to
overlap with WLA use cases. UiPath (a leading RPA vendor) reports that it is currently managing the post-flight
logistics workflow for a major freight carrier, including acquisition and transformation of data from operations
and flight data systems, and integrating this data into other tasking systems.71 Standalone WLA solutions will
likely consider opportunistic expansion capabilities to capture tasks from business processes that may already
have AI/ML capabilities but have yet to be automated. They will also explore opportunities to incrementally
increase that presence in the enterprise by continuing to catch tasks as the “automation plumber” until WLA
becomes the core automation platform across a critical mass of business processes, becoming too sticky to be
subsumed by single-vendor hyperautomation platforms.
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Expanded

•

Robotic Process Automation

•

Robotic Process Automation

•

Robotic Process Automation

•

Business Process Management

•

Business Process Management

•

Business Process Management

•

Process Discovery

•

Process Discovery

•

Process Discovery

•

Low Code

•

Low Code

•

Low Code

•

Core AI

•

Core AI

•

Core AI

•

iPaaS

•

iPaaS

•

Workload Automation

Figure 12: Hyperautomation scenarios in 2025

Ops automation
In a world dominated by connected devices and applications, there is increasing pressure on IT to deliver services that match the demand for
a compelling customer experience. Most enterprises lack the budget and workforce talent to keep up with the pace of technology change
demanded by the business. This is further complicated by the fact that most IT organizations still rely on technology that requires manual
intervention between and across multiple IT systems. In order to overcome these limitations, organizations will seek solutions that provide
intelligent automation with preemptive and reactive remediation capabilities enabled by observable insights.
The Ops automation market will be defined by the combination of application performance management (APM) and traditional IT infrastructure
monitoring (ITIM) solutions merging into a full-stack application and infrastructure performance management solution. The other core
components of the Ops automation market include IT process automation (ITPA), delivery automation (DA), software-defined infrastructure
(SDI), cloud management platforms (CMP), and other point IT automation technologies. Artificial intelligence for IT operations (AIOps) will be
at the heart of every puzzle piece of the Ops automation segment.
By 2025, most traditional IT delivery automation (server and network config), CMP, and other legacy config technologies will rapidly decline,
while new capabilities will emerge as part of an intelligent infrastructure. Intelligent infrastructure is made possible by the advancements in
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These intelligent infrastructure systems will generate massive amounts of telemetry data that will
need to be consumed, analyzed, and acted upon by monitoring systems of the future.
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Full-stack monitoring
AIPM=APM+ITIM
Powered by AIOps

The rise and expansion of AIOps
AIOps is the infusion of specific AI/ML capabilities to improve existing operational capabilities
(e.g., event correlation, anomaly detection) as well as create new capabilities (i.e., predictive
notification). Over the next two to three years, AIOps will become a foundational component that
drives actionability across the IT operations management landscape and will be a key differentiator
in the IT operations management landscape. AIOps will not replace ITOM functions (APM,
infrastructure monitoring, network performance monitoring and diagnostics, etc.); instead, it will
enhance existing capabilities while enabling new ones.73
Traditional monitoring concepts that involve manual intervention, such as checking on the status
of an alert, analyzing issues, accessing multiple systems to confirm compliance and service-level
objectives, and creating and invoking remediation actions will not work in the Autonomous Digital
Enterprise. A full-featured AIOps-powered monitoring platform will be needed as an automation
engine to power larger automation initiatives across application and infrastructure lifecycle
management and problem mitigation. In many cases, it must also work to enable autonomous
operations like self-scaling and self-healing.

Ops automation market evolution

Observability
AIPM=APM+ITIM
Observable Insights
(Analytics & Visualization)
Powered by AIOps

Actionability
AIPM=APM+ITIM
Observable Insights
(Analytics & Visualization)
ITPA
Delivery Automation

Ops automation solutions will be characterized by distinctive additive capabilities, with AIOps at the
core of each of these capabilities:

Powered by AIOps
Figure 13: Ops automation capabilities
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Full-stack monitoring will become the norm over the next few
years. The industry will witness APM solutions incorporating
infrastructure monitoring capabilities and moving downstream to
provide integrated AIPM functionality across hybrid IT environments,
inclusive of cloud-native applications based on microservices
and other modular components. APM and ITIM vendor solutions
will rapidly converge into AIPM and embed AIOps capabilities
within their solution stacks. As access to event, log, and other
telemetry data is democratized, these solutions will incorporate
data from intelligent infrastructure components, cloud-native
apps, traditional infrastructure, and networks. Additionally, these
full-stack monitoring solutions will consolidate data from other IT
and operations systems including IT asset management systems
(discovered assets, models, and topology), ITSM data that includes
case, incident, and change information, and threat detection and
vulnerability management systems. In addition, data from other
monitoring systems, including embedded hyperscale provider
platforms and lower order ITIM, APM, and AIPM systems, will be
aggregated, analyzed, and reported.

Observability
Observability refers to the degree to which the internal state of
a system can be inferred based on externally available outputs.
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The more observable a system is, the more it will enable teams
to understand, manage, and enhance its performance. Teams
can use observability to gain new levels of visibility to focus on
business services that drive digital transformation. Ops automation
solutions will extend observability capabilities by aggregating data
from multiple sources in a unified data lake. Then, by applying
machine learning and AI to these unified data sets, teams can begin
to understand interrelations among different elements. These
relationships can now be visualized to provide a true understanding
of causality across disparate yet interrelated systems with insights
that can ultimately help teams establish observability of the complex,
distributed, and interrelated ecosystems that power today’s business
services.74

Actionability
Actionability leverages run book automation (RBA), RPA, delivery
automation, and AIOps technologies to deliver end-to-end
automation for operations with preemptive and reactive remediation
enabled by observable insights. These action-oriented solutions will
use the AIOps engine to automatically determine the impact of a set
of observed correlated events and data (service impact analysis)
and create incidents/cases/ issues in the appropriate downstream
systems as needed. The resulting incident/case/issue is then
automatically prioritized by the system based on insights gained via
the intelligent analysis of the impacted infrastructure to determine
the extent and business impact of the causal event.
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In many instances, the system will generate a remediation package that can be deployed automatically based on policies that are informed by
the AIOps engine to determine the appropriate type of change request. Once the change has been approved (via policy, automation, or human
intervention), the system can automatically act to preemptively or reactively remediate the root cause across systems and environments via
RBA, RPA, and even WLA, as the orchestration engine of choice, based on the use case.
The APM, ITIM, AIOps, and network performance and monitoring diagnostics (NPMD) markets are evolving rapidly. For example, the Gartner
Magic Quadrant for Robotic Process Automation Software 2019 2019 preliminary forecast75 of the APM market estimates approximately $4.1
billion in revenue and a growth rate exceeding 10 percent CAGR through 2022. Additionally, MarketsandMarkets76 estimates that the global
market size for AIOps will grow from $2.55 billion in 2018 to $11.02 billion by 2023, representing 34 percent CAGR during that period. Yet
vendor interest in these markets has been extremely frothy.
Traditional ITIM solutions are attempting to move “up market” via organic development, acquisition or strategic partnerships that add APM
capabilities to their platforms. Further, many APM vendors are taking advantage of easy access to infrastructure telemetry data to add basic
infrastructure management capabilities to their platforms. Combine this with the moves by “native” AIOps platform vendors to consolidate and
consume data from all these sources and what’s left is a market that is looking for uniquely differentiated solutions.
While many of the vendors in the APM and AIOps market are starting to add “observability” capabilities to their platforms, they don't yet have
the ability to take intelligent action to correct observed issues. The combination of full-stack monitoring with observable and actionable insights
powered by a core AIOps platform will provide a very attractive and competitive solution in the marketplace.

Takeaways: As hyperscale platform providers consolidate mundane delivery and configuration tasks and automation functions across
various infrastructure components, the ability to intelligently interpret telemetry data and deliver observable insights and automated
actions (i.e., actionability) via a foundational AIOps platform is critical.
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Enterprise service management
Traditional service management solutions such as ITSM and software asset management (SAM) are designed to coordinate, sequence, and
orchestrate the delivery of services across multiple IT operational functions and domains. Service management solutions are expanding beyond
their traditional IT context into other parts of the business to deliver business-valued services. Solutions in this space will have the following
attributes, even as leading vendors are already starting down this path:

Context: Ability to intelligently
process structured and unstructured
data to assist humans and
hyperautomation technologies to
make better decisions.

Assistance: Use AI to assist in the
creation of workflows, the response
to an issue, and other actions that
accelerate human and machine
response.

Actionability: Automate the

Interface: Support assistance and

response process directly from the
tool, chatbots, or an AIOps platform.

actionability from a wide variety of
interfaces, including ITSM, WLA,
AIOps, and hyperautomation
platforms.

IT service management (ITSM) evolves to enterprise service management (ESM)
The evolution of service management beyond just IT emerges fully in the next two to three years. HR, finance, facilities, procurement, and
other business departments have traditionally provided services within organizations as part of corporate functions. Enterprise service
management (ESM) enables those departments to offer those services via a structured system that provides an automated process
framework for fulfillment. Additionally, ESM delivers a path to service brokering, unification, and automated fulfillment that the workforce of
the future will demand.
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ESM platforms will also benefit from well-defined integration with hyperautomation and AIOps platforms. As events and alerts are intelligently
forwarded to the ESM platform, automated response and resolution can occur via multiple channels, including integration into the
hyperautomation platform. Evolved ESM platforms must remain vigilant of advances into the digital workplace and service management space by
hyperautomation platform vendors.

ESM must deliver a transcendent customer experience
ESM platforms of 2025 must create enough context to embrace frictionless intelligence by consuming data from across the enterprise, the edge
(IoT), and business partners to power intelligence-based capabilities. These virtual assistant-powered interactions with the service desk of 2025
will originate through human-based channels (chat, e-mail, text, voice, etc.), as well as other machine-based intelligence platforms (AIOps,
hyperautomation, etc.), spanning requests for service and information, and becoming part of automated fulfillment and problem resolution
activities.

ESM will be a commoditized solution suite
While most analyst firms expect the service management space to continue growing at 8 to 12 percent CAGR over the next five years, the
technology stacks provided by vendors are rapidly commoditizing. Evidence of this can be found in the most recent Gartner Critical Capabilities
report.77 At the basic and intermediate maturity levels, less than one-fifth of a point separates the top five vendors evaluated against a common
set of requirements.
Takeaways: Seek ESM platforms that can adapt to the emerging 2025 trends, including intelligence, ease of use, expanded context of
data, and the ability to support processes beyond IT, while leveraging hyperautomation technologies as appropriate.
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Human considerations for automation
Automation is imporant for any digital transformation strategy and it is
crucial for organizations to consider both the technological and human
aspects. From a human point of view, it is important to help people
understand the what, why, and how of a company’s automation strategy.
Overcoming the fear and misconceptions tied to automation initiatives
is key to achieving organizational goals. This is vital since organizations
depend on the collaboration between humans and intelligent platforms
to effectively discover processes that can be efficiently automated across
business and IT.
As the fragmented automation technology landscape coalesces over
the next five years, organizations must balance technology trends with
human factors to ensure the benefits of automation everywhere.
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Enterprise DevOps
“Enterprise DevOps” is a term that has grown in popularity.
Unfortunately, it has mutated to embody a rather diverse set of
definitions across technology and business environments, triggering
active debates in the vendor, trade press, and online communities.
Some have embraced the holistic view of enterprise DevOps, which
promotes all models as valid, while others are narrower in their take
on this term. Regardless, two common definitions have emerged:
•

The ability to run agile teams at scale across the entire business and technology
portfolio of an enterprise. This definition applies the principles of Agile and software
DevOps process models, with an automation mindset. It allows all (mainly digital)
products and processes to optimize their velocity, consistency, and efficiency—and
respond rapidly to change (e.g., market needs).

•

The extension of DevOps principles to all related processes touching and
surrounding the DevOps pipeline. This model pushes the principles of agile
development of software DevOps (e.g., “DevOps”) to the surrounding processes (e.g.,
release planning, change management, product operations). It optimizes the objectives of
the core software DevOps pipeline (i.e., rapid and continuous delivery of software
applications and services).
This Enterprise 2025 theme deals strictly with enterprise DevOps as stated in the second
definition above, and how organizations address the challenges to realize this holistic
objective. While software DevOps has become mainstream, enabled by a broad set of
pipeline automation tools, the reality is that the surrounding and supporting processes are
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often what slows down full realization of the continuous application delivery processes. It’s also important to note that adoption maturity of
software DevOps varies across organizations—some only use the DevOps model for new, greenfield development while others may leave out
one or more “segments” of the DevOps pipeline, such as omitting integrated monitoring with continuous feedback.

Software DevOps expansion
The common DevOps cycle is depicted by a continuous loop (one example shown below). In the DevOps models of 2010, the focus was
exclusively on the pre-production, release, and configuration phases. Today, the model has expanded to include planning, creation tasks,
verification (testing), and operational monitoring. This reflects not only a maturity and evolution in the models and processes but also a vibrant
technology market that is growing at almost 25 percent annually (expected to top $12 billion by 2025). The predominant tool portfolio for
DevOps teams is a hybrid set of proprietary tools, commercial off the shelf (COTS) solutions, and open source software.

Release

Plan

Verify

Figure 14: Software DevOps expansion

Conﬁgure

Pre-prod

Create

Monitor
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The state of software DevOps
Since the emergence of DevOps practices around 2010, numerous surveys and studies have provided information
and data on adoption rates, maturity metrics, and success factors. A long-term source of this information has been
the Accelerate State of DevOps Report78 produced annually by DevOps Research and Assessment LLC (DORA), a
division of Alphabet (therefore sponsored by Google and a consortium of DevOps-focused vendors). The 2019 report
indicates some pointed trends and takeaways:
•

DevOps teams that are focused on the metrics of lead time, change fail, availability, deployment frequency, and
time-to-restore deliver superior outcomes.

•

Maturity (based on the above metrics) can be segmented across elite-, high-, medium-, and low-performing
organizations.

•

The metrics gap between elite and low performers is substantial—e.g., elite performers' code deployment
frequency is 208x that of low performers.

•

Business demand is a key driver in DevOps execution and performance—with the retail industry sector standing out
as a top performer (all other industry sectors were on par with each other).

•

As expected, cloud infrastructure and DevOps go together due to flexibility, scalability, and control.

•

Resiliency and disaster recovery are starting to play a stronger role in the operational excellence of DevOps—
organizations are pushed to progressively show more advanced capabilities and automatic resiliency through more
sophisticated chaos-testing techniques.

•

Weaknesses in automated performance and security testing still appear across all DevOps organizations, with less
than one-third of teams addressing these needs effectively.
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Enterprise DevOps as an extension of software DevOps
Currently, enterprise DevOps has no identifiable “market,” no distinct vendor-promoted products, no
discrete “buyer” within an organization, and no size or growth statistics. Instead, it describes a set of
principles, ideas for continuous improvement, and cultural and behavioral changes that enable its reality. It’s
more important to understand the software DevOps elements that form the core of enterprise DevOps than
to consider the surrounding (and often slowing) processes and components.
Enterprise DevOps is a natural evolution of software DevOps. A decade ago, when software DevOps was
emerging, its scope mainly focused on agile code development and the pre-production build, staging, release,
and configuration processes that delivered software into production. Since then, the model has expanded
to include release planning phases, testing and verification, and operational monitoring. Additionally, the
velocity metrics have evolved with deployments, changes, recoveries, and more—all targeting shorter time
frames.
Most organizations find themselves in tool replacement and upgrade cycles as they adopt DevOps because
legacy tool sets typically don’t lend themselves to the needs of DevOps practices and integration (source
code governance, testing tools, monitoring tools, etc.). While agile development processes spawned
DevOps, and a new generation of DevOps-centric software has enabled these processes through control and
automation, the adjacent and complementary processes are often manual and still performed as they were in
the pre-DevOps era.
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Addressing enterprise DevOps challenges
The below diagram presents a sample of processes and functions that are often outside the scope of the core DevOps cycle and considered
“after the fact.” There can be many others, such as business functions (e.g., funding and budget reconciliation, software capitalization, executive
status reporting) that elongate the speed promised by DevOps.

•
•

Open Source Governance
Liscense Entitlement

•
•
•
•

AppSec Scanning
Penetration Testing
Compliance Governance
Upgradability

Figure 15: Enterprise DevOps as an evolution of software DevOps

•
•
•

Crash and Failure Capture
Reporting and Remediation
Breach Reporting

Conﬁgure

Pre-prod

Verify

Project Planning
Architecture Align

Release

Plan

Create

•
•

Processes

Monitor
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Organizations must consider these outside elements to enable total DevOps success. A
suggested approach is to:
•

Inventory all DevOps and related processes/functions

•

Assess these against factors of time, manual effort, and levels of automation

•

Streamline all processes by:
»

Seeking areas of technical automation that can be
leveraged

»

Exploring process re-engineering options

»

Modifying required controls

»

Eliminating redundancies

»

Practicing continuous improvement

Example—evolving change management
Making changes to software and production systems is often complex and bureaucratic. Two factors are responsible
for much of this complexity: the need for coordination between teams and regulatory control requirements,
particularly in financial services, healthcare, and government. For example, segregation of duties, which states that
changes must be approved by someone other than the author, is often required in regulatory frameworks. DevOps
teams should consider lightweight, secure ways to achieve this objective without suffering the same coordination costs
as heavyweight approaches (e.g., escalation, review, and approval by a centralized change advisory board (CAB)), as
promoted by IT Infrastructure Library® (ITIL®)/IT service management (ITSM) principles.
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One approach is to require that someone else on the team approve every change as part of code review, either
prior to the commit of version control (as part of pair programming) or prior to merge into master. This can be
combined with automated thresholds that bind changes (i.e., compute or storage cost increases). This lightweight,
straightforward-to-implement process presents a clear opportunity for practitioners to improve change management.
However, some proponents claim that formal change approval processes lead to more stability and point out that
these have been the norm in industry for decades. Others, backed by Lean and Agile philosophies, argue that more
streamlined change approvals lead to faster feedback, better information flow, and better outcomes. Research has
found that formal change management processes that require the approval of an external body can have a negative
impact on software delivery performance.79
Survey respondents to the Accelerate State of DevOps80 survey were 2.6 times more likely to be low performers if their
organization had this kind of formal approval process in place. Organizations often respond to problems with software
releases by introducing additional process and more heavyweight approvals. Analysis suggests this approach will make
things worse. Indeed, it was found that a more formal approval process did not lower change-fail rates.

Takeaways: Embark on an aggressive program to identify and address sources of process friction surrounding
DevOps and build metrics to measure true end-to-end DevOps time, cost, and success.
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Data-driven business
A data mindset and analytical capabilities will be the most significant
factors in determining future success—these are the building
blocks for enabling technology and understanding customers.
Considerations in creating a data-driven business include:
•

Focus on creating value from data assets: Data-driven businesses treat data like any
other asset and look for opportunities to monetize that asset. Monetizing data assets
provides an opportunity to change the focus of IT from cost optimization to growth
enablement.

•

Capture more data from multiple sources: There are many new data sources,
including IoT, social media, and customer engagement systems, in addition to traditional
data sources such as transactional systems and systems of record. These new sources are
dramatically expanding the volume of data and changing the nature of the data collected.
»

More linked data around a “traditional” event: Although transaction volume may not
increase dramatically, the amount of data collected about the customer behavior
during the transaction (e.g., what they looked at, for how long, what influencers they
were exposed to, how they researched price, competitors they viewed, etc.) is
dramatically larger. This creates an opportunity for a much more robust
understanding of customer behavior.
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»

Vast amounts of new sensor data: IoT is a great example of new instrumentation that is driving a dramatic increase in data volume. IoT
devices are proliferating and their projected data volume is much higher than for traditional systems.

»

Explosion of data adds complexity: The expansion of devices that generate data and the volume of data they produce is complicating the
infrastructure required to collect and clean the data, train predictive models from that data, and deploy that model to systems to make
predictions. The components to address this complexity are still nascent and being developed by a wide array of vendors, open source
projects, and well-funded startups.

Use AI and analytics to extract value from data assets: AI/ML and analytics are core components of extracting value from data assets.
Collecting more and more data is not valuable in and of itself; it only produces value when properly analyzed. The current, and likely nearterm, solution to this task is to create predictive models by utilizing ML systems. These systems extract a model that can predict behavior of
people and systems when new data is applied. This predictive capability can then be used to optimize, improve, guide, and execute actions.
Management of these models and their associated infrastructure is every bit as complicated as supporting traditional software, but the
current tools are still in their infancy.
Data Sources
Basic: No data
Good: Internal quantitative data
Better: Diversity and depth of real-time internal/external
quantitative and qualitative data
Best: Cross-business model data sharing ecosystem of
partners with two-way data sourcing

Best

Data Exchange

Better

Basic:
Good:
Better:
Best:

Individuals hold data
Data shared within functions
Cross-functional data sharing
Cross-business model data sharing

Good

Basic

Data Engagement

Decision-Making

Basic:
Good:
Better:
Best:

Basic:

Sporadic usage of data
Standalone analytics team
Analytics are embedded in each function
Every individual actively and directly uses
data, from leadership on down

Representative
Disruptor
Figure 16: Components of a data-driven business (World Economic Forum, 2018)

Representative
Incumbent

Asymmetric decisions loop;
no “right” answer
Good: Clear enterprise ﬁnancial targets; tactical
targets by team
Better: Teams independently empowered to
drive targets
Best: Individual empowerment—clear guardrails
allow employees to make rapid and
independent decisions
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While there is little debate on the importance of data, most companies have yet to go through the dramatic changes
necessary to become truly data-driven organizations. As the pace of change accelerates, dramatically-expanded
and continually-renewed data becomes vital to survival, enabling leaders and individual employees to make the best
decisions at the optimal speed.81 The components of a data-driven organization are illustrated below, to underscore the
point.

Data analytics transformation
In order to transform to a data-driven business, companies need to understand the solution space that this
encompasses. Fundamentally, a data-driven business should create value from data assets. With dramatic changes in
the underlying environment, organizations should not constrain themselves to traditional sources of data now that data
sources themselves have exponentially expanded. However, this has also increased the complexity of the underlying
infrastructure to collect data, train models, and provide the requisite insights. Organizations need to adopt a systematic
approach across four core components to be successful in a data and analytics transformation:

1. Data and analytics strategy to create and implement business use cases that extract high-value, locked data
with right-fit analytics and algorithms
»

Vision: Clear articulation of the data and analytics vision and strategy that will deliver on it, aligned to the overall
business strategy for the organization.

»

Use case identification and prioritization: Identification of the most impactful use cases to drive the
implementation, prioritized by value to the business and feasibility of execution.

»

Roadmap and playbook: A multi-horizon roadmap that delivers on the aspirational target state, with incremental
releases of capabilities (use cases) and value supported by a reusable playbook to guide future efforts.
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2. Architecture to support integrated data and new technologies enabling “value generating” features
»

Technology building blocks: Definition and choice of the right-fit, tech-related competencies and supporting
tools (e.g., data lake, ingestion, and management platform and ML tools) to enable the transformation. There
are typically five tech-related competencies that are critical to the success of the transformation: data
acquisition, data operations, ML and other analytics methods, ML operations (i.e., MLOps), and actionable
insights.

»

Core information assets and taxonomy: Identification of the core data sets required for each use case, scope of
data use and its implications, and data taxonomy.

Data Acquisition

Data Ops

Machine Learning

MLOps

Actionable Insights

•

IoT/IIoT

•

Integration

•

Features

•

Auto ML

•

Visualization

•

NLP/Audio/Video

•

Cleaning/Quality

•

Data Science

•

Packaging

•

•

Social Media

•

Validation

•

Training

•

Deployment

Workflow
Integration

•

Documents

•

Governance

•

Validation

•

Monitoring

•

Application
Integration

•

Streaming

•

Storage

•

Rollbacks

•

Automation

•

Systems of Record

•

Labeling

Figure 17: Data and analytics transformation—technology building blocks
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3. Operating model to create the best-fit organizational structure and adopt mature
shared-service capabilities
»

Target operating model: Detailed definition and adoption of the target operating model, including the design of
a (Chief) Analytics Officer unit, data owners’ units, and data committees, etc.

»

Data analytics governance: Definition of process and policies to ensure data integrity, quality, and security
supported by a robust execution plan, and appropriate stewardship of the analytics approach, use cases, tools,
and methods.

»

Talent management: Comprehensive talent strategy to recruit, retain, train, and upskill data and analytics roles
in the organization. One of the biggest impediments is the scarce talent pool in the industry since the data
analytics team requires a combination of internal and deep technical knowledge.

4. Culture and execution to effectively embed data and analytics in the processes and behaviors of
the whole organization
»

Change management: Design programs to ensure proper change management during the execution phase (e.g.,
training, workshops, communication plans).

»

Implementation methodology: Define the new end-to-end use case execution methodology (i.e., test, learn, and
pilot methodology), including sources of value and data, new data analytics modeling techniques, process flows
(e.g., activities, responsibilities, value capture check points), and frontline adoption that can then be scaled to
other use cases.
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Data monetization
A data-driven business is one that is capable of monetizing
data as an asset. Data monetization is the act of productizing
data and institutionalizing the acquisition, storage, analysis,
dissemination, and application of that data. With the
proliferation of data, and the convergence of IT and OT data
leading to massive IoT-centric aspirations, the opportunity to
monetize data is exponentially greater.
Data monetization can be achieved across multiple business
functions, with the more common ones being process,
product, and sales optimization, marketing solutions, risk
prevention and future-proofing, and new customer and market
creation (there is a relatively higher level of complexity and
value-creation potential for the last two).
Data monetization involves leveraging data and trading
it through either bartering or brokering or via business
intelligence models that enable data analysis to generate critical
insights.82
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Route to Monetization

Business Intelligence

Platform accessibility
Implementation through open API access
Example: Uber sharing its data with city authorites to help

•
•

them build drop off and pick up hubs for Uber

Data Bartering
•
•

NEXT

Data brokering: Direct monetization of data that has been
productized/prepared, based on partnerships where third parties
own and provide prepared data via API-centric data access.

Insight Bartering
•
•

PREVIOUS

Business intelligence (BI): Indirect approach to data
monetization, based on insight generation via visualization/BI tools,
and implemented either as a service or via client services.

Data bartering: Direct route to monetizing with just the raw data
as a product, driven either by selling raw data or providing access
to more customizable data through API-centric exchanges.

Indirect

CONCLUSION

Insight generation through BI tools
Implementation through client services
Example: Dunnhumby is the world's leading customer
science company providing insight on nearly 1 billion
customers worldwide

Data Brokering

API-centric exchanges
Mostly implemented in parnership alliances
Examples: Apple maps tied up with the cities

•
•

API-centric data accessibility
Mostly implemented through partnerships with 1st and 3rd
party data providers
Examples: Acxiom provides data to marketing organizations
and for data-driven campaigns

Direct
Raw

Data Production

Analyzed

Figure 18: Data monetization approaches
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Impact of omnipresent AI and related considerations
It is perhaps an obvious statement that analytics and AI will drive a significant portion of the value created by the data-driven enterprise.
McKinsey Global Institute83,84 has estimated the total impact from AI and analytics to be approximately $14 trillion, with marketing and sales,
supply chain, and manufacturing as the top three areas for value creation.
A rudimentary analysis of representative use cases below points to domain expertise as the most important factor in translating the underlying
data into value.

Data Acquisition

Marketing and Sales
Customer Acquisition

Data Ops

Machine Learning

•
•
•
•

NLP/Audio/Video
Social Media
Pricing
Customer Data

•

Predictive
Maintenance

•
•
•
•

Legal Contract Analysis
HR Hiring and Retention

Customer Service

MLOps

Delivery

•
•
•

Feature Engineering from multiple
customers data sources
Pricing/Elasticity/Cadence
Event Modeling
Product Aﬃnity Prediction

•
•
•
•

Automated Marketing Delivery
Automated Pricing
Agent Guidance
Recommendation Systems

IoT/IIoT (e.g., performance time series)
Computer Resources (consumption time series)
Semi-Structured (maintenance record)
Structured (asset database)

•
•
•
•

Anomoly Detection
Failure Prediction
Maintenance Cost Optimization
Asset Value Prediction

•
•
•

Workﬂows (maintain, replace)
Asset Lifecycle (retire, automated action)
Automated IT Asset Updates

•
•

Contract
NLP/Audio/Video

•
•
•

Contract Structure Modeling
Clause Dependency
Contract Portfolio Value Modeling

•
•
•

Valuation
Risk Assesment
Opportunity Identiﬁcation

•
•

NLP (e.g., resumes)
NLP/Audio/Video

•
•
•

Employee LTV
Churn Prediction
Growth Potential Modeling

•
•
•

Hiring Recommendation
Case Management Routing
Career Development Eﬀectiveness

•
•
•

Systems of Record (transaction)
Structured Data (customer)
Semi-Structured (ticket)

•
•
•
•

Knowledge Management Selection
Ticket Classiﬁcation
Customer Priority
Churn Prediction

•
•
•
•

Guided Customer Request Interface
Agent Guidance
Automated Ticket/Request Routing
Automated resolution (e.g., password reset)

Figure 19: Sample use cases requiring specific datasets and domain expertise to realize value
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Sourcing core data and analytic capabilities
In addition to the requirement for domain expertise, customers will need to navigate a blizzard of new technologies
provided by many vendors, open source projects, and startups. There are several pieces required to assemble a
solution, including.
•

Traditional data management capabilities: Data integration and data quality markets are dominated by large
vendors with long histories. But there are many new well-funded startups that are driving a technological transition
in these markets for on-premises data integration to an online integration service. Integration Platform-as-a-Service
(iPaaS) is an example of a new market created by one of these technology shifts reaching critical mass.

•

Machine learning and data science platforms: These platforms provide many of the machine learning
algorithms and model operations, also known as MLOps. Several of these core algorithms and capabilities are
available as open source, sponsored by major technology vendors (e.g., Google Tensorflow, Facebook PyTorch).
Additionally, several cloud vendors are also providing these core platforms as a service. Google, Microsoft, and AWS
all have ML services available on their cloud platforms.

•

Actionable insights with visibility and automation: Modern BI tools and new automation tools such as RPA are
the go-to elements for realizing the value extracted from data by the ML algorithms. A whole new set of vendors
have reached critical mass in these markets.
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Overall, the core disciplines surrounding data monetization are crowded with vendors—new and old—and open source
projects to support customer data and analytic activities.

AI Services
•

Vision and Image

•

Speech and Language

•

Conversation

•

Knowledge

•

Empathy

•

Custom Models

AI Platforms

AI Frameworks

Amazon Machine
Learning

•

•

Microsoft Azure
Machine Learning

•
•

•

AI Infrastructure

TensorFlow
(Google OSS)

•

AWS Lambda

•

IBM® Cloud Functions

•

Torch
(Facebook OSS)

•

Google Cloud Platform

Google Cloud Machine
Learning Engine

•

Theano

•

Microsoft Azure AI

•

Apache MXNet

IBM Watson®

•

Deeplearning4j

•

Scikit-learn

Figure 20: Commercial and open source AI/ML ecosystem

Sourcing domain expertise
Analytic solutions are highly dependent on domain expertise to correctly pose the problem for an analytic tool and
capture the output to make their use case successful. Customers will need vendors that have expertise in analytic
solutions for specific domains. This provides an opportunity for vendors with established domain expertise to partner,
license, or adopt core ML capabilities and then build an end-to-end solution with their domain expertise.
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Independent software vendors (ISVs) in the IT operations management (ITOM) area have started infusing AIOps capabilities
into the core of their solutions and are building new products and solutions driven by AI. The demand for AIOps in the
enterprise will grow as AI and ML continue to demonstrate applied value. Due to an expansion in the number of workloads—
both in the public cloud and on-premises—and an increase in application complexity, investment in AIOps will increase and
ultimately lead to better business outcomes.
Core use cases include hybrid infrastructure monitoring, event management, lifecycle management, asset management,
asset remediation, and automation. Adjacencies and new use cases include expanded customer services and predictive
maintenance. In the hybrid IT infrastructure management space, today’s challenges place a premium on differentiated vendor
solutions powered by AI/ML and big data analytics techniques that can help modern IT operations evolve from traditional
monitoring to observability to actionability.

Takeaways:
•

Use cases: To accelerate value capture, identify the appropriate highest-value use cases for data monetization in
hybrid IT infrastructure management. Conduct small, fast experiments to determine the right-fit analytics/AI
method before scaling and operationalizing the use case. Invest in an AIOps platform as the cornerstone for
developing and deploying high-value use cases. Embrace partnerships to enable widespread adoption.

•

AI: AI/ML models in hybrid IT infrastructure management should focus on anomaly detection, failure prediction,
failure localization, and classification. Core technologies should be leveraged from open-source ML environments
and potential partners.

•

Data: Leveraged data in hybrid IT infrastructure management should focus on time series data, structured data,
and semi-structured data. Longer-term data sources could address text, audio, and video around customer service
use cases.
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•

•

Solution scope: Compute-oriented assets represent the best fit, with edge
devices managed by localized data centers as an additional opportunity. Devices
without connectivity (e.g., RFID tags, standalone field equipment) or no
connectivity represent more significant challenges. High-volume consumer
electronics, smart appliances, and RFID tagged devices are likely to be challenging.
Partnerships: IoT solutions will not be delivered by a single vendor. Reaching new
buyers and becoming part of a vertical solution will require expansion of
partnerships. Identify the right set of partners, including hyperscalers serving as
IoT data acquisition vehicles (e.g., AWS IoT) and systems integrators (SIs), as part
of the innovation ecosystem to deliver value by acquiring, aggregating,
transforming, and analyzing IoT data as a fully scaled and operationalized
use case.

Smart Device

Takeaways: Immediately seize the opportunity to provide solutions for IoT data
management with IT-OT convergence.

Facilities

For ISVs in the hybrid IT infrastructure management arena, the convergence of IT and
OT data is a natural adjacency that presents a compelling opportunity. Specific IT and
OT domains to consider for IoT solutions include compute, smart devices, facilities,
and assets.

Assets

The convergence of information technology (IT) and operational technology (OT)
provides tremendous opportunity to monetize data. It is widely expected that IoT
management will be bigger than traditional IT management, with the former also
having a significantly higher growth rate.

Compute

IT-OT convergence
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Data Center Compute Devices
•
Servers, Storage, Network, Applications
•
Monitor, Report, Control, Update,
Schedule, Asset Mgmt
Client Compute Devices
•
Smart Phones, Tablets, DT, Notebooks
•
Monitor, Report, Control, Update,
Schedule, Asset Mgmt

Commercial Smart Devices
•
Smart Meters, ATMs, Edge
Computing Environments, Teclo IoT
•
Monitor, Report, Control, Update,
Schedule, Asset Mgmt
Non-Commercial Smart Devices
•
Consumer Electronics, Smart
Appliances, Home Control
•
Monitor, Report, Update
Data Center Facilities Resources
•
Physical Capacity, Cooling, Temperature,
Power, Utilization
•
Monitor, Report, Schedule
Commercial Non-IT Facility Devices
•
Elevators, Air Conditioning,
Machine Equipment
•
Monitor, Report, Schedule
Commercial Non-IT Devices
•
Vehicle Fleets
•
Monitor, Report, Asset Mgmt
Commercial Tracked Devices
•
RFID Tagged Devices
•
Asset Mgmt

Figure 21: IT and OT domains for IoT solutions

77

EXECUTIVE
SUMMARY

THE CASE FOR
CHANGE

TRANSFORMATIONAL
THEMES

THE GLOBAL
BUSINESS CYCLE

BUSINESS MODEL FOR
ENTERPRISES IN 2025

PREVIOUS

CONCLUSION

NEXT

Adaptive cybersecurity
A cybersecurity future defined by a dramatically-altered threat
landscape and increased regulations will drive the mandates and
responsibilities of Chief Information Security Officers (CISOs,
CSOs) and cybersecurity teams within business and governmental
organizations through 2025. Six distinct trends will contribute to
these changes:

Dramatically faster
interconnected technologies
(1000x current speed)

Industry skills shortage
and maturity laggards

Expansion of industry
and governmental
regulations addressing
privacy, risk, and security

Growth of IoT/OT
(75 billion new interconnected
devices per year)

AI-driven malware and
other attack vectors

Increasing data breaches
and ransomware attacks

Figure 22: Cybersecurity trends
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Recent surveys show expectations of a 300 percent growth rate in cyber-attacks across this expanded target surface, predominantly against IoT
and OT critical infrastructure,85 and that 72 percent of organizations are not well-prepared for this altered future. Some specific elements of
these trends include:
•

Ransomware requests will go “down market,” where data anonymizing and laundering is easier and smaller cybergangs avoid sharing illicit
profits.

•

As the cost to attackers for direct hacking into infrastructure increases, expect more sophisticated social engineering attacks, insider threats,
and voice/image “deep fakes” to bypass existing controls.

•

With improvements to corporate e-mail gateway security, emphasis will shift to mobile as the dominant vector for
phishing attacks.

Existing security functions must and will evolve to create a new model of adaptive cybersecurity that can automatically sense, detect, react, and
respond to access requests, authentication needs, and outside and inside threats, and meet regulatory requirements. Dependencies on old-style
solutions (e.g., signature-based detection) will fall out of favor and be replaced by new, more adaptive and powerful approaches. New market
sectors such as user and entity-based behavior analytics (UEBA), cloud access security brokers (CASBs)—which will subsume much of the
Identity-as-a-Service (IDaaS) market—and security orchestration, automation, and response (SOAR) solutions, will expand rapidly. All these
options address the need for increased velocity and comprehensive coverage in security defense and threat detection and response, as well as
the skills and staffing gap that will challenge security organizations for the next five to ten years.
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A gating factor for new technology adoption is the “platform vs. best-of-breed” tool choices made within organizations. Recent research
indicates that mid-sized organizations typically work with about ten security vendors, and large organizations (10,000+ employees) have about
15 security vendors.86 While many organizations embrace tool diversity, believing that a mixed portfolio is more robust, it is balanced by the
desire to maintain a finite set of vendor relationships. However, as with other software areas, widespread use of open source security tools
(particularly in the application security sector) and the introduction of cloud-based security services (i.e., Amazon Web Services (AWS) offers
18+), coupled with the market reality of over 1,200 active security vendors clamoring for attention, makes security technology adoption an
ongoing and challenging evaluation exercise. This is one area of software where product swap-outs for a better option (that is more functionally
rich, has better coverage, better cost, etc.) are common.
In pursuit of modern, comprehensive cybersecurity tool sets, organizations will tackle the evolving cybersecurity landscape piecemeal by
optimizing processes and technology within discrete security sub-segments. However, the most significant evolution will occur in the
following areas:

Replace antiquated security with AI/ML-enabled solutions
Solution providers are increasingly investing in AI and ML technologies to remake traditional products that provide more
secure resource access, ensure the defensive perimeter can adapt during threats, and redefine the detection and response
phases of successful security incident/response management. Security is inherently a data-rich environment, and is showing
early positive results by applying AI to deliver new analytical insights and judiciously leveraging ML models and algorithms
(replacing old signature-matching and rules-based solutions).
These data-heavy solutions ingest security data from many sources (e.g., VPN logs, access logs, SIEM, etc.). By learning the
typical behavior of users and resource entities (i.e., behavior profiling) in the environment, augmented by ML algorithms, the
tools provide early warning and detection when anything out of the ordinary happens, such as breaches, data leakage, attack
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in progress, etc. AI-driven analytics are providing new insights and predictions across the functional security landscape and
should mature significantly by 2025.
At the same time, specific attacks like phishing will continue to leverage ML to automate the optimization of campaigns.
Phishing lures and landing pages will be A/B tested by AI algorithms to improve conversion rates, while new domains will be
dynamically generated and registered by AI algorithms.
Takeaways: Adoption of AI/ML-driven solutions as part of an overall cybersecurity approach will be required to maintain
parity and advantage in cyber battles, especially capitalizing on UEBA to strengthen internal and external threat programs.

Crowdsource threat and mitigation information
Security technology suppliers and industry consortia are increasingly promoting the aggregation of customer security
environments and behavior data, coupled with AI/ML models. This tackles security violations and threats with new pinpoint
accuracy and higher velocity—all important in the rapidly evolving threat-landscape world. While some highly-regulated
industries will balk at information sharing (although that apprehension will dissipate over time), most organizations will
benefit by participation in the larger “power of crowds” to address cybersecurity challenges such as zero-day exploits, rapid
ransomware notifications, general threat intelligence, and cross-organization benchmarking (often against external security
models). Similar crowdsourcing models are showing up in other, non-security management domains, but expect to see the
strongest value in these techniques applied to cybersecurity operations.
Takeaways: Address organizational barriers to data sharing to enable active participation in crowdsourcing options for
cybersecurity defense. This will become standard as part of an overall cybersecurity architecture and defensive posture.
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Mature access and authentication
Multi-factor authentication (MFA) for user or entity access will increasingly be required (or strongly encouraged), while
emerging authorization models will rely on distributed models to eliminate today’s bottlenecks. One-time authentication
codes (OTACs) will become commonplace, especially in phishing-heavy situations. Additionally, context integration will be
widespread (e.g., access only at certain times of day), and be required for Zero Trust architectures—more on this below. ML
will be leveraged to determine the “new normal” and will become a control factor in the scope of abilities for a user and/or
entity.
With an average $5.2 million annual cost to an organization to support password resets,87 and 57 percent of users preferring
some type of password-less access model, new MFA options are appearing—often incorporating biometrics with a token.
Physical biometric (e.g., fingerprint, iris scan) alternatives are starting to emerge, namely behavioral biometrics, which uses
measurable unique patterns in human activities—including user typing patterns, human-to-machine interaction patterns,
vocal patterns, and others. One advantage of these approaches is “continuous access and authentication” can now occur.
Classic authorization models tend to have a centralized policy decision point (PDP), which is a central location where
applications, agents, and other SDKs make a call, in order to get a decision regarding a subject/object/action combination. The
PDP contains signatures (or policies) that map the objects and actions to requisite users and services. That call-out process
is often a bottleneck, for several reasons. First, the number of systems being protected is rapidly increasing with the era of
microservices, APIs, and IoT devices all needing some sort of access control. Having them all hit a central PDP is not a good
use of network bandwidth or central processing power. Second, the increase in objects also gives way to a more federated set
of interactions, where microservices and IoT are more common.
Takeaways: Maintain currency in security technology for access and authentication through an ongoing process of
continuous evaluation. Consider AI-powered solutions to augment access violation detection. Plan for MFA, especially
in critical or sensitive data environments, and promote extensive automation to mitigate access and authentication user
incidents.
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Mainstream DevSecOps
As DevOps adoption has accelerated, the attack surface has grown from local code to pipeline code. As a
result, a philosophy of integrating security practices directly within the DevOps process is needed to align
with this new reality. Mature DevOps organizations in 2025 will think of “security as code,” with optimized
secure application coding principles, continuous code inspection from inception to product, dependence
on hardened infrastructure, extensive automated testing as part of the DevOps pipeline, rigorous
penetration testing hygiene, and constant collaboration between developers and AppSec/InfoSec teams.
Takeaways: Build and segregate an AppSec team from core development to promote best practice
secure coding principles, enable objective audits, and make secure code, build, integration, and delivery
part of DevOps in every step.

Leverage cloud-native secure infrastructure and services
Cloud impact is extensive, introducing new security challenges and options (e.g., IaaS/SaaS, containers,
serverless, microservices, micro-segmentation, runtime application self-protection (RASP), and
expanding cloud service provider (CSP)-environment security offerings). Although it took some time,
cloud application designers are rapidly devising and embracing best practice models for risk, privacy, and
compliance (often based on the cloud’s “shared responsibility” models).
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In 2018, 53 percent of data was stored in cloud environments. Gartner indicates that by end of this
calendar year, cloud workloads will suffer at least 60 percent fewer security incidents than workloads
stored in traditional data centers.88 Five factors influence this prediction:
1. Greater technical expertise
2. Physical separation
3. Fewer vulnerabilities
4. Better resiliency
5. Newer technology

Surveys by Clutch89 mirror the Gartner metrics that indicate 64 percent of enterprises consider cloud
infrastructure a more secure alternative to legacy systems. However, 75 percent of enterprises implement
additional security measures beyond what the cloud service providers offer, suggesting cloud infrastructure
is not secure enough on its own out-of-the-box. Add-ons typically include data encryption, identity access
policies, and regular audits.
Cloud access security brokers (CASBs) are mature and beginning to expand horizontally and downstream.
Over time, they will subsume most of today’s IDaaS market to combine brokering, data protection, and
access into a common solution. While CSPs are rapidly expanding their security- and compliance-related
service portfolios, organizations will still have a need for outsourced solutions that work in the hybrid
reality that most of them face.
Takeaways: Assert and promote a “cloud is more secure than on-premises” mindset and design
approach. Cloud-native applications must evaluate CSP-provided security services, but strategically
leverage non-CSP solutions to fill gaps in access, defense, detection, response, privacy, and compliance.
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Create Zero Trust cyber frameworks
The original Zero Trust model was promulgated by Forrester90 in 2010, but not fully realized until Google
successfully developed and implemented their version of Zero Trust, BeyondCorp, about six years later.91
In its simplest form, the Zero Trust model shifts focus from various types of authentication and access
controls, including the fallacy of single security perimeters, to tailored controls around toxic or sensitive
data stores, applications, systems, and networks. Tailored controls leverage identities (in the form of
users, roles, and systems) and commission and decommission user access and broker access based on role
and context. This sits atop a network architecture that leverages micro-segmentation, security monitoring
and response (e.g., analytics, behaviors, automation, orchestration, response, intelligence), and general
protective/preventative controls (especially at the device).
Principles of Zero Trust are based on inherently not trusting users, devices, networks, and access to
sensitive resources based on any single one of those identity types and its associated attributes. For
example, geographic location (e.g., an office, local coffee shop, other U.S. locations) is no longer a source
of trust and is merely treated as an attribute to gauge trust across the various entities outlined above.
Assume the network—corporate or otherwise—is always hostile.
Shifting away from large, corporate perimeters with layered-in or bolted-on protections and compensating
security controls (e.g., intrusion prevention system (IPS) appliances), Zero Trust is made up of many
micro-perimeters at each identity type. Instead of building layers of security controls from the outside in,
Zero Trust promotes the idea of protecting data from the inside out and building out security controls only
where needed.
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A Zero Trust model gives trusted identities access to applications,
systems, networks, and data based on their roles and job functions.
Trust is verified at every step to ensure the person is who they say
they are. Another objective is breach prevention and containment.
An incident involving a compromise of one identity type (e.g., users,
devices, network traffic, applications or data) doesn’t constitute a
compromise of all identity types. For example, intelligence layered
on a Zero Trust model may trigger a response to force additional
authentication methods or other compensating controls (e.g.,
isolation, containment). Emerging regulations (e.g., the EU’s
General Data Protection Regulation, or GDPR) are already pushing
organizations to shift toward Zero Trust.

Takeaways: Design for a future where security architecture that
incorporates the network model of Zero Trust becomes a reality,
and layer on advanced monitoring and response as required.
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Conclusion
Organizations that embrace constant tech-enabled
disruption and adapt and evolve to stay abreast with it will
be the dominant players in their respective industries in
the decade ahead. Those that don’t will find themselves
a brand of the past. Companies that want to thrive in the
Enterprise 2025 futurescape and become Autonomous
Digital Enterprises need to embark on this evolutionary
path as soon as possible, if they haven’t started already. The
main takeaways for any organization aspiring to become an
Autonomous Digital Enterprise follow:
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Transcendent customer experience
•

Integrate and secure customer data: Invest in a secure big-data infrastructure as the foundation for full-lifecycle
management and potential monetization of customer data.

•

Invest in journey analytics and orchestration for a frictionless experience: Journey analytics and orchestration
will not be fulfilled by a single-vendor solution. Instead, an integrated ecosystem of customer experience tools
spanning big data analytics, CRM, voice of customer (VOC) analytics, journey mapping software, testing, and
workflow orchestration will be the solution to help companies capture the end-to-end customer journey and value
from journey-related investments.

•

Design new capabilities for smartphones as the primary online interaction channel: With the anticipated
explosive growth in the application of AI, smartphones are expected to solidify their place as the main online
customer interaction channel. Providing an unbeatable mobile-first experience will assume even more importance.

•

Move from a reactive to a proactive customer experience: Identify specific differentiated use cases to identify
customer pain points, explore the use of appropriate ML and other AI techniques to help anticipate customer needs,
and provide a proactive customer experience, as part of the overall journey analytics enablement.

• Invest in DIY capabilities as the first choice in customer service: Investing in AI and AR/VR technology and virtual
assistants to enrich the customer experience (CX) would be a no-regret move regardless of whether a company
operates in a B2B or B2C environment.
• Incorporate a judicious blend of human and technology engagement: Companies need to, and should, take
advantage of automation, but customers must always be able to reach a real human when one is needed or wanted.
Invest in enriching EX so frontline employees are augmented by digital tools to deliver a transcendent customer
experience. Invest in collaboration tools that enhance EX and complement these with the requisite training and
change management to engender a culture of hypercollaboration.
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Automation everywhere
•

Hyperautomation platform vendors emerge: Hyperautomation solutions that empower LOB citizen developers
to push beyond basic business process redesign and automation to encompass business application orchestration,
including workloads, jobs, and other IT processes, will become prominent players.

•

Ops automation market will provide three distinct capabilities: With AIOps at its core, Ops automation's
additive capabilities include full-stack monitoring, observability, and actionability. As hyperscale platform providers
consolidate mundane delivery and configuration automation functions across various infrastructure components,
the ability to intelligently interpret telemetry data and deliver observable and actionable insights via a foundational
AIOps platform is critical.

•

ITSM becomes part of commoditized ESM: Even as ITSM becomes part of a broader ESM segment, ESM will
become commoditized. Seek ESM platforms that can adapt to the emerging 2025 trends, including intelligence,
ease of use, expanded context of data, and the ability to support processes beyond IT while leveraging
hyperautomation technologies as appropriate.
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Enterprise DevOps
•

Enterprise DevOps is a natural evolution of software DevOps: Enterprise DevOps expands on software DevOps
to include release planning phases, testing and verification, and operational monitoring. Additionally, the velocity
metrics have evolved with deployments, changes, and recoveries, etc., all targeting shorter time frames.

•

Treat enterprise DevOps as a process re-design opportunity: Organizations can overcome traditional DevOps
challenges by adopting a systematic approach that includes:
»

Taking an inventory of all DevOps and related processes/functions

»

Assessing these against factors of time, manual effort, and levels of automation

»

Streamlining all processes by:
-

Seeking areas of technical automation that can be leveraged

-

Exploring process re-engineering options

-

Modifying the required controls

-

Eliminating redundancies

-

Practicing continuous improvement
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Data-driven business
•

Business domain expertise is critical to generate value from data assets: Analytics solutions are highly
dependent on domain expertise to pose the problem correctly and capture the output to enable a successful use
case. Customers will need vendors that have expertise in analytics solutions for specific domains. This provides an
opportunity for vendors with established domain expertise to partner, license, or adopt ML core capabilities and
then build an end-to-end solution with their domain expertise.

•

AI-enabled use case differentiation is required to maximize value: AI/ML and analytics are core to extracting
value from data assets. Management of these models and their associated infrastructure is every bit as complicated
as supporting traditional software, but the current tools are still in their infancy.

•

Data and analytics transformation is a prerequisite for data monetization: A systematic approach is needed to
allow value gains from data. The four core tenets of successful data and analytics transformation include a
compelling strategy, pragmatic architecture, right-fit operating model, and culture and execution.

•

IT/OT convergence presents significant opportunity: The convergence of IT and OT provides tremendous
opportunities to monetize data. It is widely expected that IoT management will be bigger than traditional IT
management, with the former also having a significantly higher growth rate.
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Adaptive cybersecurity
•

Adopt AI-enabled security solutions: Adoption of AI/ML-driven solutions as part of an overall cybersecurity
approach will be required to maintain parity and advantage in cyber battles, especially capitalizing on UEBA to
strengthen insider and external threat programs.

•

Crowdsource threat and mitigation environment: Address organizational barriers to data sharing to enable
active participation in crowdsourcing options for cybersecurity defense. This will become standard as part of an
overall cybersecurity architecture and defensive posture.

•

Adopt mature access and authentication practices: Maintain currency for security technology for access and
authentication through an ongoing process of continuous evaluation. Consider AI-empowered solutions to
augment access violation detection. Plan for MFA, especially in critical or sensitive data environments, and
promote extensive automation to mitigate access and authentication user incidents.

•

Invest in DevSecOps: Build and segregate an AppSec team from core development to promote best-practice
secure coding principles, enable objective audits, and make secure code, build, integration, and delivery part of
every DevOps step.

•

Leverage cloud-native secure infrastructure and services: Assert and promote a “Cloud is more secure than
on-premises” mindset and design approach. Cloud-native applications must evaluate CSP-provided security
services, but strategically leverage non-CSP solutions to fill gaps in access, defense, detection, response, privacy,
and compliance.

•

Adopt Zero Trust cyber frameworks: Design for a future where a security architecture that incorporates the
Zero Trust model becomes a reality, and layer on advanced monitoring and response as required.
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Systematically working
towards these goals and
establishing and improving
maturity across each of
these enablers, as well as
instituting the requisite
operating model changes,
will put companies on
the path to becoming
an Autonomous Digital
Enterprise.
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