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Executive Summary

You believe that cloud computing can bring real value to your agency. You are certain there are real cost-savings to be achieved 

and real value to be passed on to internal stakeholders and external constituents alike — if only you can get beyond the hype 

and make cloud services a reality in your organization. But now what? There’s no question that this is where the real fun starts. 

It is one thing to ponder how the private sector’s next IT innovation will revolutionize the way the public sector does business.  

It is something completely different to actually deliver on that promise.

The good news is that with the right tools and the right approach, you have an amazing opportunity to leapfrog from last year’s 

cutting-edge innovations right to cloud computing. This is because the public sector has great potential for huge economies of  

scale. The vast numbers of users, managed devices, and services within government IT organizations is staggering. It is time  

to tap the cloud to exploit these economies of scale to achieve the cost savings being requested in every agency and organization  

in the public sector.

The best way to do this is to make sure that you have the policies and processes in place to control and manage your cloud 

environment. Don’t just get caught up in the excitement of a new technology. By defining, automating, managing, measuring, 

and governing your efforts, your chances of success in the cloud will skyrocket. 

Business Service Management (BSM) for virtualization and cloud computing provides the best platform for doing just that. 

Through proven technology, this approach unifies the management of traditional (physical), virtual, hybrid, private, and public 

cloud-based resources, so you can first build and then manage your entire cloud environment from a single, unified platform.   

In so doing, BSM for virtualization and cloud computing gives public sector IT organizations like yours the solutions you need  

to adopt cloud computing — with less risk and lower costs.
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Introduction

A wealth of information about cloud computing models and types can be found on the National Institute of Standards and 

Technology (NIST) Web site 1 and from other sources. Instead of rehashing that material here, we will focus on the challenges 

inherent in the implementation and management of those models. What is often overlooked by many IT organizations is the  

effort involved in building the capabilities necessary for cloud computing and in maintaining them over time. Unlike the cloud 

computing heavyweights of private industry (Google, Amazon, Salesforce.com, etc.), public sector IT organizations do not have 

the benefit of years of trial and error — nor that of accumulated experience — to make implementations successful. Therefore, 

to move forward, it is essential to be well informed, with expectations properly set.

Cloud Fundamentals

A fundamental requirement for cloud computing is to eliminate the need for your internal stakeholders and external constitu-

ents to understand or even consider the complexities of the back-end technology infrastructure supporting the services being 

provided to them. In other words, the value cloud computing provides is that it gives your customers the freedom to focus on their 

core business or mission.2 As the service provider, you have two primary techniques for providing them with this freedom:  

abstraction and automation.

Abstraction
In this context, abstraction is the process of hiding the details of the implementation to focus on service delivery. Abstraction is 

achieved primarily through virtualization. The main thrust of virtualization is to hide the complexity of supporting infrastructure 

and to provide cost-saving uniformity regardless of the supporting hardware. However, full abstraction also requires hiding 

process complexity behind the scenes. For example, according to IT Infrastructure Library® (ITIL®) guidelines, the complexity 

associated with the change and release management processes necessary to support the deployment of new services is 

abstracted through the service catalog. Through this catalog, customers select from a simple list of available services and 

choose those that meet their needs. 

Automation
While it is entirely possible to implement abstraction backed by manual efforts, this is a doomed approach. Abstraction depends 

on both uniformity and configuration controls to achieve any economies of scale and cost-savings. No amount of documentation 

and processes will ever guarantee the uniformity and consistency of work done by administrators manually. On the other hand, 

with the upfront investment of time in proper automation, complex service delivery can be reduced to a very defined and 

predictable process with significant cost savings over the long term.

Automation generally takes two forms: process automation and configuration automation. 

Process automation»»  is best understood in terms of automating the fulfillment of processes and activities in a model such as 

ITIL. Service requests, selected by the customer from the service catalog, must automatically be converted into the complex 

tasks necessary to achieve the end result, represented in the functions of configuration, change, and release management. 

Configuration automation»»  follows process automation and carries out the actual configurations represented by the change 

requests. It reshapes the technology environment “on the fly” to meet the needs of the requested services. Because of the 

sheer volume of changes necessary to maintain any sort of complex environment, cost-effective cloud computing isn’t 

remotely possible unless this automation is in place.

In considering these two types of automation, you may ask, Why is process automation even necessary? Isn’t it enough to merely 

automate the building of services? Doesn’t the layer of process automation add unnecessary complexity to the management of cloud 

services? The answers come down to the concept of configuration control. Without controls in place, you have no way to plan or 

design the infrastructure properly, since the end result is completely undefined. This lack of definition can lead to a variety of IT 

control issues, not the least of which is virtual sprawl — the uncontrolled and overwhelming growth of the virtual infrastructure.
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Availability
Availability is a significant part of any cloud services discus-

sion. It will be difficult to transition your infrastructure to  

a cloud services model if, by doing so, you lose real-time 

visibility into system availability. In fact, why would any IT 

organization forgo control over its infrastructure unless  

it has confidence that the quality of service will be more 

compelling in the cloud? 

Service level agreements (SLAs), as defined by ITIL, are  

the method for both agreeing upon and communicating 

adherence to expectations. If you are to effectively meet  

your SLAs, it is essential that your cloud environment 

supports real-time availability and performance monitoring  

to ensure that expectations are being met. Conversely, it is 

also vital that your customers be provided a dashboard for 

visibility into the state of their services.

With a cloud architecture based on abstraction, automation, 

and availability, you have the core of cloud service management. 

As Figure 1 shows, these elements enable a constant feedback 

loop between you and your end users. 

The Cloud Bank — Using the Cloud as a Resource Pool

If one of the fundamental tenets of cloud computing is to free your customers to focus on their core business requirements,  

as stated above, then the flip side of that coin is that the cloud also gives your IT organization the freedom to focus on the best and 

most cost-effective way to deliver the requested services. Many shared environments today struggle with the consequences of 

receiving fully formed resource requests (e.g., I need this many servers with this much CPU and RAM), rather than higher-level 

business requests (e.g., I need enough capacity to perform this specific service). The inevitable consequence of this arm’s-length 

type of resource request management is twofold: 

Customers overestimate requirements to “hedge their bets” and ensure acceptable service, and  1.	

IT is stuck in a reactive mode, with no understanding of actual business requirements, and subsequently, no way to properly 2.	

plan ahead.

Dynamic Resource Pooling and Capacity Management
It is here that cloud computing really shines and provides real cost savings. Using the cloud, you can offer up services that are 

satisfied from a dynamic resource pool. As resource needs fluctuate, you now have the flexibility to choose the best solution  

from the available resources, which is where the concept of Dynamic BSM comes into play. Dynamic BSM is the next evolution  

of management architecture where the goal is not only to address the core requirements of IT management but also to support 

the on-demand provisioning and management of services that leverage new computing platforms, such as virtualization and 

cloud computing infrastructures.

So what are the fundamentals of providing this kind of dynamism? The first element is having a fully virtualized infrastructure 

that allows for the simple and efficient movement of resources to achieve the best possible utilization of available capacity. There 

is significant literature addressing this part, and there are many excellent technologies to help achieve it. However, the question 

that is so often missed is, How do we measure performance, and what qualifies as good versus poor performance?

To answer this question, you need real-time, intelligent performance management to clearly define how the service is performing 

from the customer’s point of view, as well as capacity management to optimize cloud resources by identifying the customer’s 

current and future capacity requirements. Customer perception is based on agreed-upon SLAs, which, once defined, provide  

a very clear boundary between acceptable and unacceptable performance. Combined with defined levels of service (say, gold, 

silver, and bronze), SLAs also provide great flexibility for the cloud computing implementation in terms of pricing (discussed 

Figure 1: Service Management Processes in Cloud Management
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below). Based on the performance against the SLA, the cloud provider can adjust capacity up and down to achieve the most 

efficient use of the available infrastructure.

Finally, it is one thing to talk about dynamic resource allocation; it is quite another to do it. While virtualization removes much  

of the complexity inherent in the underlying hardware, it does not provide the whole answer. Unless the cloud environment is 

mostly homogeneous, blindly “copying” virtualized resources in an effort to increase capacity will not achieve the desired result. 

It is essential to automate the entire application stack within the virtual machines, so that there is complete flexibility in choosing 

how to increase capacity. 

The Power of Community — Providing Location-Independent Resources
The community cloud model is an especially powerful idea within the public sector. Multiple agencies with similar concerns and 

requirements can create an environment that serves overlapping agency needs. This is especially relevant in the context of 

lower budgets and information-sharing requirements at both the federal and state levels. The community cloud provides many 

benefits of public cloud services, without the security concerns. The community cloud model stands or falls based on the power 

of dynamic resource allocation. As the size of the community grows, the economies of scale are more and more compelling. 

Conversely, the more diverse the interests served, the greater the need for the cloud provider to use abstraction and automation 

to their fullest effect. With the right networks in place, the community cloud provides a pool of location-independent resources 

that can be leveraged equally by each of the participating organizations.

The Power of Public Cloud Services
Today, even the most secure government agencies need to share some information with the public. Formerly unacknowledged 

intelligence agencies now have Web sites, and government data across the board is being shared with the public. Public cloud 

services can be used to provide overflow capacity or a fully hosted environment (e.g., USA.gov, the U.S. General Services Adminis-

tration [GSA] Web site) for those government services with less severe security requirements. For example, a government agency 

might anticipate much higher usage of a service during a short period of time (e.g., tax season, natural disasters), and with the 

proper integrations in place, Internet traffic could easily be load-balanced between the public and private cloud to quickly increase 

capacity, all without incurring any long-term costs.

Charging for the Cloud — Attaching Business Value to a Service

As you begin to determine the value of each service you provide and how much to charge for each service, here are some key 

points to keep in mind.

How Much Is a Service Worth?
One of the basic tenets of capitalism is that market-based pricing of goods provides the most efficient way to reconcile supply 

and demand. Prices help to deliver available goods to those who want or need them the most. Going back to our original example, 

a service catalog delivered through a cloud computing model would function as a simple marketplace, so many of the same rules 

would apply. That also means that giving services away for “free” reduces their worth, much as it does in the regular economy. 

Pricing is a necessity for public cloud services, but it is often left out of private or community implementations. However, we 

would argue that pricing is just as important in a private or community cloud. Implementation costs are similar, if not higher,  

so it stands to reason that delivery costs should be communicated to customers. In other words, both internal and external 

customers should be made aware of the relative costs of one service option versus another. 

Service request management and service level management are central to the problem of pricing. Like a menu in a restaurant, 

prices should be clearly attached to the available services in the service catalog. In addition, the service levels provided for each 

option should be clearly communicated to the customer. The result is that the customer gets what they really want for a price 

they can afford, and the provider clearly understands what is important to the customer.

Finally, one often overlooked aspect of dynamic resource allocation is the harvesting of deactivated services. If the lifetime of  

a service is not clearly defined up front in the service request, the customer may not take the time to release any resources that 

are no longer needed, particularly if no cost is associated with them. Even if the customer can override the deactivation when 
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the time comes, the inclusion of a time limit clearly establishes a process where unused resources can be reclaimed. Another 

option would be to provide incentives for clear time limits by offering cost rebates on services that are “reserved” for a specific 

time period (e.g., “I need ten servers on March 1 for 60 days”), versus “spot requests” (e.g., “I need ten servers right now”). The 

bottom line is that real cost reductions over the long term will be difficult without effective resource harvesting.

Pay-per-Use Models
Once pricing has been established as part of the service request process, it is a small step to consider more finely tuned pricing 

models. The flexibility inherent in virtualization for using computing resources more efficiently also lends itself to the idea of 

customers paying only for what they use, as opposed to paying a fixed price. This is beneficial to both parties. Customers can be 

confident that their costs are directly tied to the value they receive, and you can more easily squeeze every drop of capacity from 

the available system, while also passing on the true costs of delivery. 

So, how can you achieve this kind of flexible pricing? It can be as simple as charging the customer per virtual machine operating 

under their service or based on comprehensive business modeling. The essential element of business modeling of cloud service 

pricing is to have the visibility into all of the performance, usage, and configuration data across the infrastructure. This data can 

then be subjected to demand modeling, cost modeling, consumption reporting, planned versus actual, and so on. These analyses 

can then be fed into the services pricing to provide constant feedback based on usage and capacity.

Automation — The Key to Managing the Cloud

By using automation to tie together processes across silos, you can ensure that you balance the agility and control needed to 

succeed in your cloud initiatives. The automated processes necessary to build and manage your cloud services can be divided 

into two parts (see Figure 2). First, there are the processes that deliver the service. For example, request management accepts 

the service request from the end user, the request is translated into a request for change (RFC) in change management, and 

then that change is executed in the cloud by configuration automation. Second, the feedback processes assure that the delivered 

service meets the standards required by the provider and the requester. For example, compliance management helps to ensure 

that the resources provided meet all applicable security standards. Availability management helps to ensure that SLAs are met 

and that the service desk resolves any incidents. Capacity management helps IT meet future SLAs by adding or removing resources 

as needed. These processes all leverage the configuration management system (CMS) or configuration management database 

(CMDB) as the record of the current state of the architecture. 

 

Request Management — On-Demand Self-Service
The first step in the delivery of a service will always be taking a request from the customer (request management). There are 

two essential elements to delivering true automation at this stage: the customer interface and the integration with change 

management. The “cloud experience” is doomed to fail if your request management interface is not simple and user friendly.  

The crux of the whole experience for your customers lies in their ability to focus entirely on what they need — not on how the  

IT organization will fulfill that need. Despite the complexity behind the scenes, the information you require from your customers 

Figure 2: Cloud Computing Process Automation
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should be simple, easy to understand, and directly related to their own understanding of what they think they need. To accomplish 

this objective, narrow down your organization’s capabilities to a select set of available services, and then outline those offerings 

in a service catalog. 

Keep in mind that if you want to add a new service to the catalog, you should already have in place the underlying automation 

necessary to deliver that service end-to-end. Leaving it out will inevitably lead to a bad customer experience, since, more likely 

than not, the implied manual processes will not scale to support the increased demand. 

Change Management
The basic information gathered from the customer is translated into an RFC based on existing delivery processes. The RFC  

can be abstracted out to the service level (e.g., “add Web capacity), or the server request can generate multiple, specific RFCs 

(e.g., one for creating a new virtual machine, another for installing the required application, and a third for configuring the 

application to the customer’s needs). If necessary, each of these requests could then be subjected to the standard approval 

processes, so that the manual IT resources required to manage the request have been reduced to the approval step only. 

However, in most cases, the manual intervention can be entirely eliminated through a pre-approval process. No longer do  

you need a support analyst to manage the entire process. This efficiency gain also leads to huge cost savings right up front.

Configuration Automation
Configuration automation delivers on the change management process, deploying the server, client, network, or application 

required by your customer. There may be a temptation to reduce configuration automation to the mere juggling of virtual images 

or templates (a fully configured virtual server image that can be copied over and over to build capacity). While this image-based 

approach may be appropriate for the most simple, homogeneous implementations (which require little-to-no custom configu-

ration), it does not scale to an environment with any sort of complexity or size. The most flexible approach requires that the 

delivery process be separated into “atomic components,” each of which is automated (see Figure 3). In the context of a virtual 

server, this means separating the applications, configurations, and custom data from the virtualized foundation. When a new 

service is delivered or service capacity is expanded, the pieces required can be assembled from the building blocks to deliver 

the entire stack required in real time. 

Compliance Management
Compliance management in the public sector — even within internal support 

networks — has become one of the most essential, yet least automated, 

processes in the data center. The complexity and quantity of compliance 

requests keep increasing, yet many administrators still wade through the 

morass of impenetrable rules and overwhelming data without sufficient 

automation to increase efficiency. 

While this situation might have been accepted, or at least tolerated, in a legacy 

environment, it is unacceptable within the cloud. Resorting to manual methods 

of compliance can quickly eliminate any cost savings and customer satisfac-

tion improvements. The value of the cloud is entirely dependent on its ability 

to reduce costs and simplify the customer experience; the rapid pace and 

ease of change within a virtualized infrastructure only magnify those problems. 

Compliance management, in this context, takes on two very important aspects. 

First, the application of compliance rules must be both separate from, and 

integrated into, the delivery process. The compliance automation fixes and patches and will then be just another element laid 

atop of the underlying operating system and applications, thus reducing the need to constantly update images. Second, the 

compliance process must be tightly integrated into the incident management process (outlined below). This allows unexpected 

compliance findings to be dealt with in the same efficient process that is used to deal with service failures. 

Additionally, the same compliance automation that is used to initially harden the virtual system is the same mechanism that  

is used to keep current systems secure. Now, only one set of policies needs to be updated, greatly reducing complexity and 

minimizing the risk of error.

Figure 3: Virtual Server Stack 
of “Atomic Components”
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Configuration Management Database (CMDB) or Configuration Management System (CMS)
After the entire virtual stack has been deployed or updated, the next step is to follow the ITIL configuration management process 

and update the CMDB (ITIL v2) or CMS (ITIL v3) through an automated discovery process. The pace of change within the cloud 

means that any configuration management, by necessity, must be tightly integrated with the virtual infrastructure and aware of 

changes as they happen. What’s more, these updates should not be confined only to the initial build. The very nature of a cloud 

infrastructure implies the ability to rapidly reconfigure capacity and recover from failure. Therefore, it is essential that your 

CMDB/CMS be proactively updated any time the virtual infrastructure is changed, whether or not that change is planned.

Capacity Management
Performance and usage data flows in one end of the process, and recommended environment changes come out of the other. 

These changes may cover a broad range of actions — from simply adding resources to running virtual devices to spinning up 

entirely new capacity out of the available pool (see the discussion of dynamic resource allocation above).

Availability Management and Service Level Agreements (SLAs)
Real-time and intelligent availability management provides the finger on the “pulse” of the cloud. Systems need to be monitored 

against SLAs, and any service failures need to be dealt with in a quick and decisive manner. For example, if the system detected 

that the performance of an application was deteriorating and threatening the SLA, new resources could be dynamically allocated 

to compensate. At the same time, a problem resolution process could be initiated to perform a baseline audit to detect if any changes 

were made to the application, and an RFC could be submitted for the remediation of any unapproved changes found in the audit.

Service Desk

The final function in a closed-loop IT management process — and one that is essential to delivering the cloud — is the service 

desk, or in ITIL terms, incident and problem management. More than any other process, this function affects customer satisfaction 

with the cloud, since the service desk is the customer view into the timely resolution of their issues. In many of the simpler virtualized 

architectures in place today, it is likely that troublesome virtual appliances will be merely “recycled” as opposed to “fixed.” The com- 

plexity inherent in any real-world application of cloud computing necessitates a more robust approach to problem solving. A truly 

enterprise-level service desk is the only answer. By fully integrating and automating the service desk into your virtual environment, 

you can lessen the effects of unstable complexity and quickly solve problems when they are found.

BSM Solutions for Cloud Computing: The Best Way to Manage the Cloud

As you continue to explore the benefits that cloud computing can bring to your public sector IT organization, make sure you don’t 

just get caught up in the excitement of a new technology. By defining, automating, managing, measuring, and governing your 

efforts, your chances of success in the cloud skyrocket.

BSM provides a comprehensive and unified platform for running IT — across mainframe, distributed, virtual, and cloud 

environments. Using proven technology, you can gain the automation and control you need to pursue cloud computing  

in your public sector IT organization — with less risk and greater cost savings.

For more information about cloud computing solutions from BMC Software, please visit www.bmc.com/cloud.  

end notes
1	 Peter Mell and Tim Grance, “The NIST Definition of Cloud Computing,” Version 15, http://csrc.nist.gov/groups/SNS/cloud-computing/cloud-def-v15.doc.

2	 The public sector does not define customers in the commercial sense commonly used in the private sector. However, every IT organization does have 	
	 its own customers. These customers may be internal stakeholders, individual end users, other agencies, or constituents. 
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Business runs on IT. IT runs on BMC Software.
Business thrives when IT runs smarter, faster, and stronger. That’s why the most demanding IT organizations in the world rely on 

BMC Software across both distributed and mainframe environments. Recognized as the leader in Business Service Management, 

BMC provides a comprehensive and unified platform that helps IT organizations cut costs, reduce risk, and drive business profit. 

For the four fiscal quarters ended December 31, 2009, BMC revenue was approximately $1.90 billion. Visit www.bmc.com for 
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